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Agenda

e Security Stack : IDE and TSP Roleplays
* Requirements
* Why IDE
* Encryption/Decryption
* TSP Architecture

* Verification Scenarios
* |Invalid Keys
* Retry Scenario
* TSP: Set Target TE State
* TSP: Rules to Maintain the Security of Memory Data
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Requirements

’ Authentication
o MA

Establish trust relationship

gi IDE Secure Data path between host and device

Provide encryption

Implement Security mechanism to isolate TVM
TSP

Secure confidential data of CXL Memory Device
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Without Encryption Data Encryption Integrity & Data Encryption
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Authentication

Code (MAC)

generated by
MAC MAC same Key.

e Can be read by Attacker.

* Can be modified by Attacker. *  With the help of MAC, it
* Can be modified by

can be recognized

Attacker. whether message is
-~ modified or not.
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CXL Flit Encryption/Decryption

Encryption
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Decryption

Flit plaintext content
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generation
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Verification Scenarios

Securing the Link



Invalid Keys

Prerequisites

Enable IDE on
CXL Link.

Scenario

Setup the device with invalid
Keys say Keyl at Host TX and
Device TX and Key2 at Host RX

and Device RX,Send CM traffic
on CXL Link
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Expected Results

Integrity Failures

reported in CXL
IDE Error Status
Register



Invalid Keys

Different Keys
applied to Host TX
and Device RX

Device
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Retry

Prerequisites

Enable IDE on 10
and CM streams.

Scenario

Randomly inject crc errors in X

flow.
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Expected Results

Receiver should
process all Flits
normally.

IDE Secure State
maintained.




MAC is
re-calculated
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Flit 2 with
Corrupt
CRC

Flit 3 with
MAC

Std Nak
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Architecture

TEE capable Host Host Host | TEE capable
i Memory Mlarmory Peer Dewvice or
\ i Accelerator
RIIEZE RN ;'
{ L Host H
| i TEE Security TEE Security 10 Bridge H
i TEE u';:'"r — Manager Manager Root of & == S { i
capable (TShA) Trust (TSh RoT) CXL.mem | | cxiio/pcie | | cxicache || [ CXLio/PCle |
i { A AT h [ 7% i 1
i Imitiators | i
e ) U RS B —————————
L TEE £l TR CHLrmem CHL.io/PCle CHL.cache Diirect PZP CHL.Mem Direct PZF LIO PCle
secondarySession|s) PrimarySession Transport Security Transport Security Transport Transport Security Transport Security
[CHL IDE) (PCle IDE/TDISP) Security (CxL IDE) {CXL IDE) [PCle IDESTDHNSP)
i ’ €= , = \Lg— \tf &= |
TEE Device Security [ cxL.mem [ oxliospcie | [ cxicache || ([ cximem | [ cxLiorpcie ||
Manager (DShA) h i |
Target | M == L [ MC | capable |
e e e e e e e ) W L i I SR % Target |
' "-.
Target Target Target Target
hMemaory Memaory Memaory Memory

|:| Component in TEE TCB

:I Component not in TEE TCB

E; TSP SPDPM secure PrimarySession keys (required)
h TSP SPDM secure SecondarySession(s) keys pre-shared from PrimarySession (opticonal)
h CEL.mem Transport Security (i.e. CEL IDE) encryption keys (optional)

h CHL. io/PCle TDISP link encryption keys (optional)

P Target-based memory encryption keys [optional)

h Initiator-based memory encryption keys (optional)
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Target TSP Security States

Conventional Reset,
ikl Ge Trge T Version CONFIG_UNLOCKED :
Get Target TSP Version (et Target * Capabilities w
Get Target * Capabilities Get Target * Configuration
—_— Set Target * Configuration * Default state.
oo [0 WXk Confuaton * VMM configures the Mem Device to be assigned to a
Get Target Configuration Report
Target TVM.
ms:m“ S/ * VMM requests the TSM to lock the Device.
deanup
O Rest, :
Transport Securty ares, Config_LOCKED
SecondarySession failure or
PrimarySession restart . .
* Device memory resources are operational and
et Target T5P Version permitted to be accessed and managed by the TVM.
(et Target * Capabilities
Get Target * Configuration
(Get Target Configuration Report CONFl6._ lock Target ___|
et Targt * Ky LOCKED Configuration ERROR
ClearTarget *Key
Set Target TE State S * Move to this state in case of any security breach.
nventio / . . .
Lk Falures * Device must not expose confidential TVM data.
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Verification Scenarios

Securing the Memory



SET_TARGET_TE_STATE

Prerequisites

Target reports
Explicit out-of-
band TE state
Changes and

Read access
control.

Move TSP to
Config_locked
state.

Scenario

VM sends a Memory Read Request to an address
with non-TEE opcode.

Host software issues a set_target_te_state to set TE
state to 1.

VM sends a Memory read request to the same
address with TEE opcode.

Expected Results

Host Software verifies
read requested non-tee
opcode and tee-opcode
data and response
matches.
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SET_TARGET_TE_STATE

CASE 1

CASE 2

HOST DEVICE HOST DEVICE
MemRd, addr X MemRd, addr X
R Addr X, TE_state . Addr X, TE_state
NDR, DRS_MemData A 0 NDR, DRS_MemData A 0
TE=0 =1
” A 0 ’ A 1
RSP P
MemRd, addr X MemRdTEE, addr X
A 0 A 1
NDR, DRS_MemData NDR,
< DRS MemDataTEE
—
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Implicit + Read Access Control

Prerequisites Scenario Expected Results

1. Host software enables Implicit TE state changes
and Read access Control in CONFIG_UNLOCKED state
Target reports and then Move TSP to Config_locked state
Implicit TE state 2. TVM randomly generates combination of write

Test should pass with

Data matching

Changes and Read followed by read request with same TEE opcode patterns

access control Ex: MemW!rTEE -> MemRdTEE

MemWr -> MemRd

)
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CASE 1
HOST

MemWI TEE,
addr X
Data A

DEVICE

Addr X, TE_state

HOST

S2M NDR
TEE

a

v

CASE

addr X
DataB

2

A 1

MemRdTEE,
addr X

S

S2M
NDR

NDR, DRS TEE
Data A

a

v
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a

MemRd,
addr X

NR RS
DataB

DEVICE
Addr X, TE_state
” B 0)
: 8 | 0
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Protocol Compliance Test - Modes

* Front door Mode
 Full Security Stack is Active

» Callbacks for easily achieving the scenarios
* Based on encryption flows
TSP Commands

* Backdoor Mode
* Provides layer wise configurability
 Callbacks/API’s for

* Flow Configurations
e TSM/DSM State controls
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Protocol Compliance — Protocol Suite

* Exhaustive Protocol Suite
e 2000+ checklist items built into BFM and Test Suite
* 500+ checklist items for Full Security Stack
* Checklist derived based on spec

version Mismatchi )= e s10on 1n
"Invalid curity State(TSP) i
"No Privilege(TSP): The requ
32nl, "Ge Target TS Version
Target Capabili
Target Capabili
Target Capabili
Target Capabili
Target Capabilit
Target Capabi
Capabil
Capabilit 3
] Configuration:
arget Configuration:
Target Configuration:
Configuration:
Configuration:

5
5
5
5
5
5
5
5
5
5
5
EI
5
_l_:_l
5
EI
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Stimuli / Testing — Compliance Suite

* Transport Independent Stimulus Library
* 300+ Off-the-shelf compliance tests for Security Stack ide rsvd bits.sy
. . cxlt ide start before key prog after reset,sv
* Highly Configurable Requests Structure "ide start before key prog.sv
* Specification defined fields are directly accessible acxlt_1de start_before k set_go_after_reset.sv
Ide start before k set go.sv
 Randomization of Stimulus xlt ide start before mac.sv
. lde start between epoch err.sv
e Corner cases and unexpected scenarios Ut 1de stop Terninate err.sv
* Automating Request Creations, Real time scenarios t',ﬁ;;g{”ﬁﬂ error.sv
e uliugtay €rro SV
* Constraints, APIs ide unexp stop.sv
... . . tsp get target capabilities err.sv
 Minimized user input for stress-testing H ::M f;f;*ﬁr“ :
° Error Injection L Lay ']E‘t tﬂr':l'?t L-.fr:.l rE'p':'fl-t E'|-|-.5I'|'I
. . tsp lock target cfg err.sv
* Can be easily achievable through callbacks and APlIs acxlt tsp lock target cfg in config locked. sv
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Stimuli/Testing — Transaction Mode

* Encrypted Flit Spec relation

REﬂ MemInvNT#67ea, M25 REQ MemInv#67eb, M2S REQ MemRdData#67ec, M2S REQ MemSpecRd#67ed, M25S REQ MemInv#67ee, M2S REQ MemRd#67f0,

23cC dlt Tr!bU
*‘ddhfl‘ c | "3e3054) !Jil{f'-'lES REQ MemRdData#6717)

pooe !} Ape0eRRAA00 [3 0e l.] el
(user dropped at tx flit
MAC EPOCH#6af3(mac 1823d3c0Odddeal2bcB5d5d47, pcrc disabled, F.E 0O00EEEPEOARREAOOOAAARONOEREADEAORGARMOARAGGAE OeeE, iv GOEOOEOEOEOEECE0O0O000GE
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Transaction Recording

* Comprehensive Command Coverage
* Each CXL transaction in the waveform captures the full lifecycle of an CXL
Request/Flit—from initiation to completion
* CXL Transactions Mapping

e Parent CXL transactions are linked to related child transactions such as
MemRd/NDR-DRS data transfers
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Transaction Recording

ave0 - Current
File Edit View Wave Tools Window Help

Cs ® O e :@: d ! { 4 . 37176591C< . 37178091C% : Diff 1500000 1fs * | Freq 666.667 MHz ~ |
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Questions?
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