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Agenda

• Security Stack : IDE and TSP Roleplays
• Requirements
• Why IDE
• Encryption/Decryption
• TSP Architecture

• Verification Scenarios
• Invalid Keys
• Retry Scenario
• TSP: Set Target TE State
• TSP: Rules to Maintain the Security of Memory Data
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Requirements

CMA
Authentication

Establish trust relationship

IDE
Secure Data path between host and device

Provide encryption

TSP
Implement Security mechanism to isolate TVM

Secure confidential data of CXL Memory Device
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Why IDE ? 
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Data Encryption Integrity & Data Encryption

MAC MAC

Extra Message 
Authentication 

Code (MAC) 
generated by 

same Key.

• Can be modified by Attacker. • With the help of MAC, it 
can be recognized 
whether message is 
modified or not.

Without Encryption

• Can be read by Attacker.
• Can be modified by 

Attacker.



CXL Flit Encryption/Decryption
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Encryption Decryption



Verification Scenarios
Securing the Link
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Invalid Keys
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Prerequisites Scenario Expected Results

Enable IDE on 
CXL Link.

Setup the device with invalid 
Keys say Key1 at Host TX and 

Device TX and Key2 at Host RX 
and Device RX,Send CM traffic 

on CXL Link

Integrity Failures 
reported in CXL 
IDE Error Status 

Register



Invalid Keys
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Host Device

TX TX

RX RX

Different Keys 
applied to Host TX 

and Device RX



Retry
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Prerequisites Scenario Expected Results

Enable IDE on IO 
and CM streams. Randomly inject crc errors in          TX 

flow.

Receiver should 
process all Flits 

normally.
IDE Secure State 

maintained.
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Host Device

Flit 1

Flit 2 with 
Corrupt 

CRC

Std Nak

Flit 2

Flit 3 with 
MAC

MAC is 
re-calculated



Architecture
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Target TSP Security States
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• Default state.
• VMM configures the Mem Device to be assigned to a 

TVM.
• VMM requests the TSM to lock the Device.

CONFIG_UNLOCKED :

• Device memory resources are operational and 
permitted to be accessed and managed by the TVM.

Config_LOCKED

• Move to this state in case of any security breach.
• Device must not expose confidential TVM data.

ERROR



Verification Scenarios
Securing the Memory
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SET_TARGET_TE_STATE

©2025 Conference Concepts, Inc. All Rights Reserved 14

Prerequisites Scenario Expected Results

1. VM sends a Memory Read Request to an address 
with non-TEE opcode.

2. Host software issues a set_target_te_state to set TE 
state to 1.

3. VM sends a Memory read request to the same 
address with TEE opcode.

Host Software verifies 
read requested non-tee 
opcode and tee-opcode 

data and response 
matches.

1. Target reports 
Explicit out-of-
band TE state 
Changes and 
Read access 
control.

2. Move TSP to 
Config_locked 
state.



SET_TARGET_TE_STATE
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CASE 1
HOST DEVICE

MemRd, addr X

NDR, DRS_MemData

SET_TARGET_TE_STATE_
TE=0

SET_TARGET_TE_STATE_
RSP

MemRd, addr X

NDR, DRS_MemData

Addr X, TE_state

CASE 2
HOST DEVICE

Addr X, TE_state

A 0

A 0

A 0

A 0

A 1

A 1

MemRd, addr X

NDR, DRS_MemData

SET_TARGET_TE_STATE_TE
=1

SET_TARGET_TE_STATE_RS
P

MemRdTEE, addr X

NDR, 
DRS_MemDataTEE



Implicit + Read Access Control
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Prerequisites Scenario Expected Results

Target reports 
Implicit TE state 

Changes and Read 
access control 

1. Host software enables Implicit TE state changes 
and Read access Control in CONFIG_UNLOCKED state 

and then Move TSP to Config_locked state
2. TVM randomly generates combination of write 
followed by read request with same TEE opcode

Ex: MemWrTEE -> MemRdTEE
MemWr -> MemRd

Test should pass with 
Data matching 

patterns



Implicit + Read Access Control

©2025 Conference Concepts, Inc. All Rights Reserved 17

CASE 1
HOST DEVICE

MemWrTEE, 
addr X
Data A

S2M NDR 
TEE

MemRdTEE, 
addr X

NDR, DRS TEE
Data A

CASE 2
HOST DEVICE

A 1

A 1

B 0

B 0

MemWr, 
addr X
DataB

S2M 
NDR

MemRd, 
addr X

NDR, DRS
Data B

Addr X, TE_state Addr X, TE_state



Protocol Compliance Test - Modes

• Front door Mode
• Full Security Stack is Active
• Callbacks for easily achieving the scenarios

• Based on encryption flows
• TSP Commands

• Backdoor Mode
• Provides layer wise configurability
• Callbacks/API’s for

• Flow Configurations
• TSM/DSM State controls
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Protocol Compliance – Protocol Suite

• Exhaustive Protocol Suite
• 2000+ checklist items built into BFM and Test Suite
• 500+ checklist items for Full Security Stack
• Checklist derived based on spec
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Stimuli / Testing – Compliance Suite

• Transport Independent Stimulus Library
• 300+ Off-the-shelf compliance tests for Security Stack

• Highly Configurable Requests Structure
• Specification defined fields are directly accessible

• Randomization of Stimulus 
• Corner cases and unexpected scenarios

• Automating Request Creations, Real time scenarios
• Constraints, APIs
• Minimized user input for stress-testing  

• Error Injection
• Can be easily achievable through callbacks and APIs
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Stimuli/Testing – Transaction Mode
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• Encrypted Flit Spec relation



Transaction Recording

• Comprehensive Command Coverage
• Each CXL transaction in the waveform captures the full lifecycle of an CXL 

Request/Flit—from initiation to completion

• CXL Transactions Mapping
• Parent CXL transactions are linked to related child transactions such as 

MemRd/NDR-DRS data transfers
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Transaction Recording
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Questions?
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