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Cyberattacks are Extensive and Expensive!

» Cyber security is the#1 concern of CEOs globally
(PwC Pulse CEOQO survey, Oct 2024)

NATIONAL TESamaAL M
+ US releasesNational Cybersecurity Strategy v2 e ot el S
(Tighter compliance and cybersecurity reporting. EU e
Cyber Resilience Act in force, Dec 2024)

.....

 Enterprises suffer 1,636 cyberattacks per week (up =
30% over 2024) N
- Demand for cybersecurity experts exceeds supply! i yter Resitence et
27% of jobs are vacant— Skills Gap vy
- World needs to cyber protect 200 Zettabytes in 2025 §99 ““”
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Next -Gen Data Protection and Recovery

A Cyber Focused, Recovery First Strategy

InfiniSafe®
* Think about recovery first! * Traditional data protection methods

o Protecting the datais easy o Backups are targeted attack points
o Immutability is key! o Optimized for backup, not restore
o Recovery first means o Challenging to integrate and

- Leveraging Immutable snaps orchestrate into SecOps

= Data must be proactively verified/validated . Cyber Regulations are Globaland

= Must be FAST! Extensive
o Easy tolmplement and maintain o US

= Highly Automated and Orchestrated o EU

= Integrate into SecOps and Apps (SIEM/SOAR) o UK

o Japan

“On average, companies face abd2@ days of downltime, as reported by oveware However, some companies
can be incapacitated for months, depending on the attack's severity and complexity.”

https./7 www.xitx.com’2024/06/how -long-are-companiesdowrrafter-a-cyberattack understandingransomwarerecovery/#:~:text=0n %20average %2C %20companiédtace %20about, the %20attack's % 20severity % 20and % 20complexity.
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I Current State of NIST CSF 2.0

* Developed and published in 2014 to help
organizations worldwide easily and effectively
manage cybersecurity risk

* Most widely adopted security framework across
allindustries, worldwide

* CSF 2.0 (Feb 2024) update of this framework

* Adding the “Govern” function as a core function
that informs how the other five functions
are implemented

NIST
Cybersecurity
Framework

DETECT

https://www.nist.qgov/cyberframework
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https://www.nist.gov/cyberframework

How Does CSF 2.0 Map to Storage?

- Forensic Analysis - Vulnerability
* Cyber Storage Capabilities . SmartRecovery Seanning
\ - Data Classification

Mapped tothe NIST CSF

* The InfiniVerse Cyber Resilience
Services of InfiniS afe fulfills all the

GOVERN

. NIST
NIST CSF 2.0 core functions orba
Framework
RESPOND
......... \
AN
AN
AL // \
InfiniSafe for InfiniBox" - Reporting - Zero Trust
Reference Architecture Guide . Architecture
- Anomaly Detection
. Ransomware - Logical Internal Air
Detection Gap
¥ !),'Jl"_""i"“?'*?""|1]1) - Malware Detection _ + Detailed Logging
Wi M}_,;;;_,;}Jﬂ'_i-»-"""‘-"'-'-’-"-"-‘.]}))5)73» - Data Exfiltration + Alerting ' Intelligent File
—— Detection - Reduce Threat Indexing
Impact - Smart Immutable
Snapshots
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InfiniSafe Cyber Stack

:
O LOGICAL AIR -GAPPING
;

InfiniSafe®
CYBERDETECTION




InfiniSafe — Same Functionality Optimized by Solution

Consistent Cyber Resilience

InfiniSafe Cyber Stack

e Built into InfuzeOS

* Flexible Integration
o Reference

Built Into InfuzeOS
Purpose Built
Fully Orchestrated

InfiniSafe

Immutable Snapshots

ArChIteCture Logical Air-gapping
o APIfirst integration Fenced Forensic Environment * Guaranteed!
th d I Near Instantaneous Recovery .
metno Oogy Automated Cyber Protection o) Immutablllty

o RTO - 20 Mins or
Less

* Guaranteed!

o Immutability
o RTO - TMinor Less

InfiniSafe®
CYBER DETECTION

Primary Storage Secondary/Backup Storage
InfiniBox/InfiniBox SSA InfiniGuard
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InfiniSafe Business Recoverv

INFINIDAT

&

Security Ops Center
SIEM/SOAR
SecOps
DevSecOps

InfiniSafe Core

Included in InfuzeOQS
Immutable Snapshots

Security Apps

and Monitoring

Logical/Remate Airgaps
Fenced Forensic Environment
Near Instant Recovery

InfiniSafe InfiniSafe Cyber Dgtection
ACP Scanning Engine
L

InfiniSafe ACP Orchestrates and Automates

Included in InfuzeOS
Simple container deployment

Integrates with almost anything
Flexible on defining immutable snap protection

i%

Deep Al/ML Scanning
Up to 98.99% accuracy
Detailed reporting
Last known good copy
Fully orchestrated with ACP
SaaS based license
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Cyber Storage Resilience Web page

INFINIDAT Products Solutions Resources Partner Company Support Request aDemo ContactUs

The question is not if you will suffer a cyberattack, but when. Ensure the continuity of your business with
comprehensive, enterprise-class, cyber-resilient storage and modern data protection.

Learn More

INFINIDAT

SOLUTION BRIEF Resources

InfiniSafe® Cyber Detection

The impact of cybercrime is expected to cost businesses 8 trillion USD$ per year.' Every 39 seconds, there is a new

attack somewhere on the web.? The costs to a business include damage and destruction of data, lost productivity, theft IS,
of intellectual property, theft of personal and financial data, embezzlement, etc. Along with the post-attack disruption to

the business, you have forensic investigation, detection and restoration of hacked data and systems, and loss of trust and

reputation. Most security and IT teams feel that it's a matter of time before they have a cyberattack. Are you prepared?

InfiniSafe technology provides a multi-layered cyber stack for the creation of cyber storage resilient environments with the
InfiniBox® and InfiniBox™ SSA platforms.

The introduction of InfiniSafe Cyber Detection, enhances Infinidat's cyber storage resilience and response capabilities by
enabling the security and IT teams to detect ransomware and malware attacks with up to 99.5% accuracy, and enable near
instantaneous recovery of data from clean “known good” copies on the InfiniBox and the InfiniBox SSA platforms.

systems tailure, human error=Infinidat has your primary disaster recovery to help enterprises avoid ransomware
storage covered with cyber resilient solutions that and other cyberattacks with our powerful, enterprise
provide a first line of defense and facilitate fast recovery. modern data protection with built-in cyber resilience

https://www.infinidat.com/en/cyber -resilience
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Next -gen Data Protection and Recovery Web page

INFINIDAT Products Solutions Resources Partner Company Support Request aDemo ContactUs

Next-Gen Data Protection and Recovery

Comprehensive, end-to-end data protection that is cyber-centric with guaranteed recovery and

integrated cyber data resilience for today’s modern diverse workloads.

Request a Demo

Overview Benefits UseCases Ecosystem Solutions InfiniSafe Resources

Powerful Cyber Resilience with Recovery Guarantees

Infinidat enterprise storage platforms, InfiniBox and InfiniGuard, deliver outstanding performance levels,
availability, cyber resilience, ease of use, and cost savings at scale for today's block and file-based workloads.

https:// www.infinidat.com /en/next -gen-data -protection -and-recovery
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Industry Acclaim: 2025
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The End Users Have Spoken

Gartner
InfiniBox Reviews Ny Peerinsights
by Infinidat hOice 2025

4.9 Yk INFINIDAT

o o artner
InfiniB 11 . ] _ Peer Insights
o INFINIBOX SSA Is an outstanding pstomers
storage array.” g o

.~ America

4.8 dxhok

Account Executive, IT Services I InfiniBox™ SSA

artner

Infini' Peer Insights

ustomers’
by Infinidat in Data Center - Others (

Choice 2023
5.0 Yk %Kk 21 Ratings .
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Thank you
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