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Secure boot – What it is!
• Mechanism to ensure only trusted firmware from the OEM is loaded during the 

boot process.

• Ensuring Integrity and authenticity of the signed Firmware.

• Secure Boot can optionally implement device unique encryption for 
confidentiality protection of firmware images.

•  Anti-Rollback feature – using security version number from the fuse. Avoids 
release / update of known vulnerability firmware into the field.

• Optionally uses a certificate-based trust hierarchy to validate firmware and OS 
loaders.
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Secure boot – Establishing the Chain Of Trust 
• Root Of Trust – Immutable ROM

• Provides a mechanism for securely anchoring a root of trust public key, to verify the 
next stage.

• One option using a digest of the root key as an immutable anchor in hardware fuses.

• Chain of Trust
• Verify the device mutable firmware layers, digital signature using the anchored public 

key.
• Each stage uses digital signatures and hashes to verify the integrity and 

authenticity of the next stage:
 Hashing ensures the data hasn’t been altered.
 Digital signatures confirm the data comes from a trusted source.

•  Measured boot, as per the OCP_attestation spec and using SPDM protocol for 
device attestation.

• Provide a mechanism for revoking previously signed firmware / certificates, CRLs, DBX in UEFI 
Secure Boot, Online Certificate Status Protocol (OCSP) .

https://www.opencompute.org/documents/attestation-v1-0-20201104-pdf
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Secure boot – Guardrails against Glitching attacks
• Code execution path shall be designed to resist hardware glitching attacks.

• Voltage Glitch detectors
• Clock Frequency Glitch detectors
• Electro Magnetic Pulse Glitch detectors

• Identify threat vectors and mitigate them, via counter-measures, so that, 
secure-boot does NOT get compromised via a glitch attack.

• Active defenses against side-channel and differential power analysis, such as 
EM shielding, independent clocks, firmware measures.

• Mechanisms for transfer of ownership of the device. OCP Document being 
updated on it. Come attend the OCP Global summit-2025 to listen to the latest on it!
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Secure boot – Fault Management & Recovery
• Secure boot authentication failures need not render the device in-operable, 

nor should they permit the device to load mutable code without verifying 
integrity and signature.

• All failed boot attempt events should be signaled or logged in tamper evident 
log and made available as part of recovery.

• NIST SP800-193 NIST Special Publication 800-193 Platform Firmware 
Resiliency Guidelines

• OCP Recovery Document

• We have been working on OCP Fault Management Infrastructure 
Requirements, am a proud co-author and working on rolling them out in OCP 
Global Summit – 2025. Look forward to it!!

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-193.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-193.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-193.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-193.pdf
https://www.opencompute.org/documents/ocp-recovery-document-1p0-final-1-pdf
https://www.opencompute.org/documents/ocp-recovery-document-1p0-final-1-pdf
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OCP Secure boot - Flow
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Device / OCP Attestation

• The process of verifying the integrity and identity of a device using 
cryptographic proofs, often leveraging Trusted Platform Modules (TPMs) or 
hardware-backed Secure enclaves.

• Collect measurements (e.g., firmware version and cryptographic functions) 
from each attached device at cold-boot or after a FW update.

• Verify each device’s certificate(s) and the certificate chain back to a trusted 
root, using DMTF’s SPDM (DSP274).
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TCG DICE Layering architecture
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Remote ATtestation procedureS
• The process of generating, conveying, 

and evaluating evidentiary claims. 

• Verify the digital signature over device 
signed measurements, using DMTF’s 
SPDM.

• Accept the verified device or decide on a 
remedial action.

• Increasing adoption of remote attestation 
in enterprise environments for Zero Trust 
architectures.

• The Internet Engineering Task Force 
(IETF) Remote Attestation Procedures 
(RATS) architecture

https://www.ietf.org/archive/id/draft-ietf-rats-architecture-22.html
https://www.ietf.org/archive/id/draft-ietf-rats-architecture-22.html
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Recent Discussions on Attestation – via SPDM
• SPDM – Device certs, Alias certs, generic certs

• The generic certificate model offers the greatest flexibility to the device manufacturer, 
a manufacturer in the supply chain, and the users of the SPDM endpoint.

• SPDM 1.3 multi-asymmetric key support, allowing different keys assigned to different 
purposes.

• Enables cryptographic isolation between different use cases which potentially 
increases the security posture of the SPDM endpoint and its corresponding SPDM 
connections.

•  An SPDM Responder can choose which key-pairs to use in a CHALLENGE 
request and which key pairs to use in a GET_MEASUREMENTS request.

•  DMTF/libspdm now, has a user guide for multi-key support!

https://github.com/DMTF/libspdm
https://github.com/DMTF/libspdm
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Tributes and Call to Action
• Let’s foster a Security-first culture, that spawns defense-in-depth.

• Security is Every-body’s responsibility and Let’s cohesively contribute to it more!

•  Micron Technology Inc. Working towards offering the best  of Secure boot and Attestation in its 
memory and storage products! Tributes to all our leadership, Security Architects, Security Firmware 
& Validation Engineers, Business Unit leads.

• Much appreciate the security related work we are doing as part of the enterprise data-center industry 
open specs, and weekly forums, which are referred to here,

• OCP_Recovery_spec, OCP_Secure_boot ,  OCP_attestation

• DMTF SPDM (DSP0274) spec, DMTF Authorization Specification (DSP0289)  

• (NIST Platform Firmware Resiliency 800-193 Platform Firmware Resiliency Guidelines

•  CSI_CNSA_2.0_FAQ_.PDF

https://www.opencompute.org/documents/ocp-recovery-document-1p0-final-1-pdf
https://www.opencompute.org/documents/ocp-recovery-document-1p0-final-1-pdf
https://www.opencompute.org/documents/secure-boot-2-pdf
https://www.opencompute.org/documents/attestation-v1-0-20201104-pdf
https://www.dmtf.org/dsp/DSP0274
https://www.dmtf.org/dsp/DSP0274
https://www.dmtf.org/sites/default/files/standards/documents/DSP0289_1.0.0WIP90.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-193.pdf
https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/0/CSI_CNSA_2.0_FAQ_.PDF
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Additional slides
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PQC & CNSA 2.0
• Fast approaching deadlines for 

Post Quantum Cryptography 
(PQC), as spelt out in 
CSI_CNSA_2.0_FAQ_.PDF

• See government mandated 
algorithms and transition rules 
(CNSA 2.0)

https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/0/CSI_CNSA_2.0_FAQ_.PDF


14

Recent Discussions on Attestation in Standard Bodies
• Remote ATtestation procedureS (RATS) EAT profile for SPDM binding

• SPDM EAT Profile for Device Attestation
• In confidential computing, device assignment (DA) is the method by which a device (e.g., 

network adapter, GPU), whether on-chip or behind a PCIe Root Port, is assigned to a Trusted 
Virtual Machine (TVM).

• For the TVM to trust the device, the device must provide the TVM with attestation Evidence 
confirming its identity and the state of its firmware and configuration. SPDM compliant 
devices are expected to present attestation Evidence that is within the boundaries of the SPDM 
protocol,

• Out of concern for interoperability and to leverage existing attestation standards, this 
common representation is expressed as an EAT (Entity Attestation Token) profile.

• Chips Alliance’s Caliptra 2.0 defines a design standard for a Silicon internal RoT baseline. This 
standard satisfies a Root of Trust for Measurement (RTM) and cryptographic services for the 
SoC. The SoC must measure the code and configuration it boots into Caliptra in this configuration. 
Caliptra must store these measurements and report them with signed attestations rooted in 
unique per-asset cryptographic entropy. Caliptra serves as a Root of Trust for Identity for the SoC

• chipsalliance/Caliptra: Caliptra IP and firmware for integrated Root of Trust block

https://datatracker.ietf.org/doc/draft-poirier-rats-eat-da/
https://datatracker.ietf.org/doc/draft-poirier-rats-eat-da/
https://github.com/chipsalliance/Caliptra
https://github.com/chipsalliance/Caliptra
https://github.com/chipsalliance/Caliptra
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