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What'’s Different When Memory Goes Into Cars?

. Lifeti_m,e 10-,15__ years

+ Harsh thermal & electrical environment: “40°C t0'125°C;
transiént surges, EMC (Electromagnetic Compatibility) 1"

* ASIL (‘Automotive Safety Integrity Level) requirements

* Supply chain & update cycles-are-slow = security must be

resilient from Day:1
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—MS NVIDIA DRIVE Thor — publicly announced late 2022

— the Future of Memory and Storage mps



High Performance Computing Puts Memory at the Heart of the Car
500-2000+ TOPS

“Superchips”

100-250+ Watts
ASILD

50-250 TOPS }

SoC

Superchips are driving
Up to 20 TOPS .
} 1575 Watts up memory demand in
SoC

ASILB /D

TOPS (Tera Operations Per Second)

vehicles
10-30 Watts
QM / ASIL B
Standard Digital Cockpit, or Premium Digital Cockpit, or Ultra-Premium Digital Cockpit, and

-~ IVl / L2 ADAS L2+ / L2++/ L3 ADAS L4 / L5 Autonomous Drive mPs
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Transforming into Software-Defined Vehicle (SDV)
030108, © 1 3o -'

“ $e?|blllty . <
ﬂ 30131 A 4 ; 0, 2=

-t rOTA Upgradablllty

i 'HLVV & SW Ecosystem
Ubiquitous Connectivity
SaaS / App Marketplace
= Big Data

= Faster SW Development
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The Emerging Attack Surface in SDVs

Roof/Front

e Zonal architecture and
Centralizes compute, making
memory central to vehicle
operation

Computer

 More memory usage - more
potential attack surfaces

-
|

|
|
!

e

 SDVs mean OTA updates,
frequent reconfigurations - DDR
must maintain security long-term

Roof/Rear

Zonal architecture
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Memory Security Gaps

Spoofing

Row hammer

Unauthorized
access

Man-in-the-
middle

N
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Function

Data

Software

Interface

Hardware

Process

Properties

Impact Categories

Attack Steps

Attack
Feasibility
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SPDM: A Good Start, but Not Sufficient

« SPDM = Platform Security Protocol (used for auth & secure messaging)

« Works well in servers, but still spoofable in some cases (e.g., cloned
serials)

* Requires frequent updates — requalification headache in automotive
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e Cars shipping in 2025 may still be on the road in 2040
 PQC-ready hardware for memory encryption and secure boot will likely appear in robotaxi first
 Memory vendors need to consider future-proofing hardware-level encryption/latency tradeoffs

I
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The Missing Link Between SoC and Memory

_>
A

* Today, Memory has no strong identity verification at boot

* |f compromised, SoC can’t distinguish genuine vs. spoofed memory

* Need a new trust anchor—closer to the physical connection

N
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Power, Once an Afterthought, Can Make Data Security

Power Power
Management Management
Stage 1 Stage 2

SDV SoC
Memory

EV Battery

* PMICs already sequence memory power, control I3C
* Natural location to enforce security policies before memory is accessible
* Low-level access = strong control point
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PMIC with Embedded SPDM + PQC

SCL
SDA

Digital
Control

Memory
Power
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Intelligent Power Management
for SDV SoC/Memory

SPDM Keys

I3C SPDM Engine

Enable

Control HS Power LS Power
Algorithm FET FET

Current Voltage
Sensing Sensing

Temperature System DC/AC
Sensing Sensing Monitor

PMIC performs SPDM
handshake with host and
memory

Can store certified hash keys,
implement PQC algorithms

Allows memory access only
after authentication passes




Benefits for Memory Vendors

» Offloads SPDM/PQC complexity from memory
module

* No need to requalify DIMMs or SSDs every
security cycle

e Security can be upgraded via PMIC firmware,
not hardware redesign

* Enables modular design for automotive and shield from malicious breach

cyberattacks
edge
Where This Applies First

SSDs for automotive: high requalification cost - prime market
DDR5/LPDDR for SDV SoCs: high-speed + security need

mes



The Security Landscape Is Not Yet Developed

Memory
Vendor
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Recap

¥

500-2000+ TOPS

“Superchips”
SoC P P

100-250+ Watts

ASILD
50-250 TOPS

SoC

aeay/400y
1uoii/jo0y

-l
Jandwo)

Up to 20 TOPS
15-75 Watts
ASILB/D

SoC

TOPS (Tera Operations Per Second)

10-30 Watts
QM /AsILB

AECQ requalification headache in
automotive

Superchips are driving up memory il More memory usage in SDV -
demand in cars more potential attack surfaces

Digital
Control

MPS Memory SPD_M
Power Engine

PMIC with Embedded SPDM + Collaboration for a future-ready,
PQC secure memory for automotive

Post-Quantum Threats -
Automotive Might Be First
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Thank You — Let’s Connect mes

Junjian Zhao, Sr. Manager, Technical Marketing
Monolithic Power Systems
Junjian.Zhao@monolithicpower.com

Online at MonolithicPower.com

sk Jes i poveieer 1o AN185 - MPQ5850: 36V, Smart Diode - bart
Challengesand — L. . Controller with Reverse Protection, AEC- ilinx Power Partner
Opportunities i Q100
in Powering —
Automotive SoCs
Webinars & Videos App Notes / White Papers SoC Reference Designs
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