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Introduction

* The TCG Opal Suite defines security protocols for SED (self-encrypting drives),
including setting passwords and locking/unlocking, which require platform-specific APIs
on Windows, macOS, or Linux.

 User needs to install different application software for each operating system,
complicating USB drive management.

* Platform-dependent applications use mass storage drivers, limiting cross-platform

compatibility:.
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SCSI Based Security Flow
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Our solution: CDC NCM Driver (IP Over USB)

* Platform-independent method

for USB drive management
using the CDC NCM Driver to
send security commands over

HTTP.

 Users can manage their drives
and set passwords via a web
page

* Eliminates the need for
platform-specific software. Host
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HTTP Based Security Flow
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Web-Based Locking and Unlocking of USB Drives
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Connect the Drive to the laptop using USB Cable




USBNcm Host Device
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Click on the Security HTML Page
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Web Application - Set Password
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Web Application - Lock the Drive
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Web Application - Unlock the Drive

\S

Western Digital Security

Unlock Drive

Enter Your Password:

—MS

—

Western Digital Security

Unlock Drive

Enter Your Password:

11



Web Application — Reset Password
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Web Application - Remove Password
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Advantages

Cross-
Platform
Compatibility

No Software
Installation

Reduced
Complexity

Cost-Effective
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Thank You
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