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“We shred everything”
The current state of storage security…

Data leak PrivacyTrust 
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“We lead in circularity”
The future state of storage security…

Robotics for 
Recovery
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Mobilizing the Indust ry
Cooperate - Innovate - Educate - Mobilize

Best Practices
Sanitization
GHG Reduction
Circulatory Processes
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Standards
Data Security
Cryptography

Sanitization
Data Privacy & Protection Reporting

GHG Reduction
Landfill Diversion
Value Recovery

Resource Efficiency

Verification
Security
Erasure

Companies
Grading

Alliances
IEEE SISWG
OCP Security, Storage, and 
Sustainability
SNIA
SERI
International Data Sanitization 
Consortium



• Media Sanitization
• Guidelines
• Training

• Health Grading Tool
• Alpha working

• Academic Research
• Media sanitization
• Health grading
• Carbon impact (MSFT)

• Carbon accounting
• Alliances – OCP, SNIA, IEEE, Adisa

●

CDI Projects
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CDI Security, Cryptography, 
Sanit izat ion, Verificat ion

IEEE 2883 Purge
Media Sanitization
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IEEE 2883 Verification
Hardware roots of trust
Firmware audits
Forensic Analysis



CDI Media Sanit izat ion

Use IEEE 2883 approved 
purge technique

Check Sanitize Log Perform verification on 
host interface
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Roadmap – Increase Trust

Vendor validation of 
sanitize

3rd party audit Firmware attestation / 
measurement, 

hardware roots of trust

Certifications, TCG 
OPAL, FIPS 140-3
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Roadmap - OCP
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Project Caliptra Update

https://drive.google.com/file/d/17WgB613JYl5f_gaeUYddIv6SN9WjvMau/view?usp=drive_link
https://drive.google.com/file/d/1CWVYDuGHFJ5eWsRMwISVfcqGNAGHxwWD/view?usp=drive_link
https://drive.google.com/file/d/1peAfuOhjzsbpowVcPXK-NbhpmA4v9BnB/view?usp=drive_link


•  Transparency required to build 
trust in secondhand market

•  CDI workgroup deep 
understanding of SSD and HDD 
quality and reliability

•  Grading system designed to 
accurately assess the health and 
remaining use left

• Includes endurance, power on 
hours, errors, device self-test, 
signed vendor firmware
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CDI Health Grading Tool
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• Storage market, intro to circular 
economy

• History of media sanitization specs
• Show that DoD and NIST are old

• Highlight new IEEE 2883-2022 spec
• Review purge techniques
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Data Sanit izat ion Research
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• Background on how HDDs 
and SSDs fail

• Designing systems for high 
durability with used drives

• Importance of media 
sanitization

• Results from Interact – 117k 
drives decommissioned and 
sanitized

• 87% suitable for reuse
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CDI Health Grading – Academic Paper
From Waste to Resource: How Standardized Health Metrics Can Accelerate 
the Circular Economy in Storage Media



• Storage accounts for 33% of 
operational and 61% of embodied 
emissions in Azure DCs

• LCAs leveraging IMEC and Makersite (its 
likely much worse)

• Suggest extension of use and second 
life as ways to reduce impact
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A Call for Research on Storage 
Emissions
Carnegie Mellon University, Microsoft Azure
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Carbon Emissions

CPU DRAM SSD HDD Other
Source: Hotcarbon SSD Rack

Increase of areal density on HDD helps 
but performance challenges

https://hotcarbon.org/assets/2024/pdf/hotcarbon24-final126.pdf
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Carbon Account ing
The problem
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• SSD carbon scales with capacity
• Apple 2023 sustainability report 

– carbon from iPhone flash only 
is 59.88g/GB

• at 517EB in 2024, rough math is 
31M MT C02e 

https://www.apple.com/environment/pdf/Apple_Environmental_Progress_Report_2023.pdf


Backup
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IEEE 2883-2022
Standard for Sanitizing Storage



Clear
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Makes data recovery 
nearly impossible but 
results in the storage 
media becoming 
unusable. 

Disintegrate, Incinerate, 
and Melt

Purge

Logical or physical 
techniques rendering data 
recovery infeasible even 
with state-of-the-art 
laboratory techniques.

The goal of purge is to 
maintain the storage 
media and device in 
reusable state.

Media Sanit izat ion Methods
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Using interface specific 
sanitize command, 
overwrite all LBAs with a 
fixed pattern, minimum of 
one pass. Multiple pass 
optional, but is not 
required anymore.

Block Erase
Use NAND erase blocks, 
can sanitize a modern SSD 
in a few seconds to a few 
minutes. 

Doesn’t waste NAND 
endurance, but verification 
requires no-deallocate.

Crypto Erase
Requires that the devices 
supports encryption. 
Sanitize by deleting the 
media encryption key 
(MEK), leaving all the data 
scrambled.

Very fast, completes in 
seconds.

Purge Media Sanit izat ion Techniques



Why Verify?
• Prove compliance with policies
• Assure data breach prevention
• Build trust with stakeholders
Verification Methods (IEEE 2883):
• Clear: Representative sampling (at 

least 5% of addressable space)
• Purge: Full verification (entire 

addressable space) recommended
• Destruct: Physical inspection 

ONLY
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Verificat ion



• Storage Lifecycle, Risk and Management, Cryptography

• Choosing the Appropriate Sanitization Method: (clear, purge, or 
destruct) based on the intended use of the storage media, 
considering factors like risk and the sensitivity of the information

• Verification of Sanitization: Knowing that the data is gone

IEEE 2883.1
Recommended Practice for Use of Storage Sanitization Methods
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Storage Lifecycle
Sanitization in the storage lifecycle
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Sanit izat ion 
Method

Adversary Capability
Novice Expert Virtuoso

None Almost Certain Almost Certain Almost 
Certain

Clear Unlikely Likely Almost 
Certain

Purge Almost 
Impossible

Almost 
Impossible

Unlikely

Dest ruct Almost 
Impossible

Almost 
Impossible

Almost 
Impossible



• Classify data based on data sensitivity: low, medium, and high
• Interest=f( Gain, WorkFactor, LikelihoodOfSuccess )
• Managing risk: Accept, Avoid, Transfer, Treat/Mitigate
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Risk and Risk Management

Likelihood of 
Retrieving 

Meaningful Data

Magnitude of Loss
Low Medium High

Almost certain Medium High Very High
Likely Low Medium High
Unlikely Very Low Low Low
Almost impossible Very Low Very Low Very Low

Table 4—Risk as a function of likelihood and magnitude of loss



• Symmetric Encryption: Same key for 
encrypting and decrypting (e.g. AES-
XTS). Used for bulk storage due to 
efficiency.

• Two Key Types:
• Media Encryption Key (MEK): The key that 

directly encrypts your data.
• Key Encryption Key (KEK): Protects the 

MEK, allows for secure key changes.

©  2024 Circular Drive Initiative 24

Cryptography in Storage
Encryption for Data Protection



• Principle: Destroying the encryption keys 
makes the data practically unrecoverable.

• Advantages: Extremely fast, strong 
sanitization assurance (under certain 
conditions).

• Condit ions for Use:
• All data is encrypted.
• Strong algorithm (at least 128-bit, 256-bit for 

high security).
• High entropy keys (hard to guess).
• All copies of the keys are destroyed.
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Cryptographic Erase: The Sanit izat ion Power Tool
Cryptographic Erase: Not Just Deletion



• Algorithm Lifetime: Cryptographic methods have a lifespan due to 
math advancements and computing power.

• Quantum Threat: Quantum computing may break current 
algorithms in the future.

• Relevance for Sanitization: Long-lived data might be vulnerable if 
an attacker stores ciphertext until a better attack is possible.

• Recommendation: Consider this for high-value, long-term data, but 
it's less of a concern for most everyday use cases.
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The Future of Encrypt ion: Quantum 
Considerat ions
Cryptographic Algorithm Lifetime



• Goal: Align data removal with your organization's risk tolerance.
• Factors: Consider economic and environmental impacts.

• Clear: Affects user-accessible data. Best for low risk data, internal 
reuse.

• Purge: Affects all data, including hidden areas. Best for almost all 
use cases.

• Destruct : Physically destroys the storage media. Best for storage 
that is obsolete, or no longer operable (broken)

©  2024 Circular Drive Initiative 27

Choosing the Right  Sanit izat ion Method
Mitigating Risk: The Sanitization Imperative



• Threat : Compromised supply chains, 
pre-installed malware, stolen 
encryption keys.

• Risk: Unauthorized access, data 
exfiltration.

• Mitigat ion: Sanitize storage BEFORE 
it enters your system. Generate new 
encryption keys.

©  2024 Circular Drive Initiative 28

Sanit izat ion Before Provisioning
Supply Chain Threats: Don't Assume Trust



• Threat : Curious employees, 
malicious insiders.

• Risk: Data breaches, unauthorized 
access to sensitive information.

• Mitigat ion: Match sanitization level 
to data sensitivity. Clear for low risk, 
Purge for high risk.

©  2024 Circular Drive Initiative 29

Sanit izat ion Before Internal Reuse
Internal Threats: Curiosity and Malice



• Threat : A broad range of actors with 
varying motivations and capabilities.

• Risk: Data breaches, competitive 
disadvantage, potential for deep 
forensic analysis.

• Mitigat ion: Purge is generally 
recommended due to increased 
exposure. Clear may suffice for low-risk 
data.
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Sanit izat ion Before External Reuse
External Threats: A Wider Landscape
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