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Passwords are not fit for the Authentication purposes?

Issues with 
Passwords?

Hard to 
Remember Weak Passwords

Same Password 
for several 
Websites Solution:

Authenticate via 
SMS (OTP)

Attackers 
overpass the OTP 

authentication
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Why FIDO?
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• More secure and user-friendly authentication framework.

• FIDO leverages public key cryptography and multi-factor authentication to provide strong 

authentication process.

• Eliminates the vulnerabilities associated with passwords, reducing the risk of unauthorized 

access.

• Multi-factor authentication in FIDO combines something the user possesses (e.g., a physical 

token) with something they are (e.g., biometric data) or something they know (e.g., a PIN).

Something you have Something you are Something you Know

FIDO (Fast IDentity Online)
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FIDO Registration: How it works?

Web Authn API Web Server /
Relying Party

FIDO Authenticator 
Device

Register
Username

Challenge
Username
Challenge

RP info

Challenge
Username
Challenge

RP ID + Info

1

2

3

Generate Key Pair and
Credential ID

4

Sign Challenge
New Public Key

Signed Challenge
Credential ID

5

Challenge Response
New Public Key

Signed Challenge
Credential ID

6

Store Public Key &
Credential ID

7
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FIDO Authentication:

Web Authn API Web Server /
Relying Party

FIDO Authenticator 
Device

Authentication
Username

Challenge
Challenge

Credential ID

Challenge + Domain
Challenge

Credential ID
RP ID + Info

1

2

3

User Verification
Sign Challenge using 

Private key

4

Sign Challenge
Signed Challenge by

Authenticator

5

Challenge Response
Signed Challenge

Authenticator Data

6

Verify Signed 
Challenge

7
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Summary

Simpler & Stronger

Reduce Reliance on
Complex Passwords

Remote Authenticator Fast and Convenient Secure
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Summary

Simpler & Stronger

FIDO
Public Key 

Cryptography

Private Keys stay on 
FIDO Authenticator Device

No server side
shared secret

No 3rd party
involved

Biometrics add next
level security
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Thank You


