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NVMe has come a long way M
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Maximum Performance is with End-to-End NVMe
(NVMe/PCle, NVMe/FC, NVMe/TCP, NVMe/RDMA)
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All Flash Arrays -Transport Options

Dell

PowerMax

32GFC -SCSI/FC

25GE -iSCSI, NVMe/TCP (CDC)
100G IB (Backend clustering)

PowerStore
32GFC -SCSI/FC, NVMe/FC
100GE -iSCSI, NVMe/TCP (CDC)

PowerFlex
32GFC -SCSI/FC, NVMe/FC
100GE -NVMe/TCP (CDC)

NetApp

ASA
32GFC -SCSI/FC, NVMe/FC
100GE -iSCSI, NVMe/TCP

AFF
32GFC -SCSI/FC, NVMe/FC
100GE -iSCSI, NVMe/TCP

EF

200G -NVMe/IB, NVMe/RoCEv2
32GFC -SCSI/FC, NVMe/FC
25GE -iSCSI
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IBM HPE

FlashSystem Alletra

32GFC -SCSI/FC, NVMe/FC 32GFC -SCSI/FC, NVMe/FC
100GE -iSCSI, NVMe/RoCEv2 25GE -i5CSl

Pure HDS

FlashArray//XL VSP

64GFC -SCSI/FC, NVMe/FC 32GFC -SCSI/FC, NVMe/FC
100GE -NVMe/RoCEv2, NVMe/TCP 10GE -iSCS|

Why is Fibre Channel Lagging in Speed ?



Standards, Speeds & Adoption M
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Standards, Speeds & Adoption M
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Standards, Speeds & Adoption M
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30 years of Fibre Channel Innovations & Investments
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Can Ethernet (NVMe/TCP) replace Fibre Channel ? M
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Customers Dilemma, invest in Either or Both? M

Flash Memory Summit

Data Center

Ethernet Infrastructure ssSS
100G, 200G, 400G, (800G)*

Where to Invest ?

| Enet | Enet

Server Server Fibre SssNVMe/FC Server Server
NVMe NVMe NVMe

ESXi Linux Channel Fep

NVMe/TCP 32G, 64G, 128G*
NVMe/TCP seamlessly NVMe / FC

works on the existing |NVMe/TCP  NVMe/FC

Ethernet Transport ‘NVMe NVMe/FC seamlessly
Stora works on the existing
Fibre Channel Transport
N9K -Cisco Nexus Ethernet Switch MDS -Cisco Fibre Channel Switch

PS -Dell PowerStore All-Flash Storage
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NVMe/FC Architecture

NVMe Subsystem
.Discovery Services

Properties

Processor

NAND Flash

NVMe/PCle
SSD

[

FTL

Storage Array
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~FC Exchange (ID)
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PCI :
cpu | pcie| DMA NVMe over Fibre Channel
Memory NVM SQ/CQ Engine
oor  PCleRegister | A9 o |
I BAR Address I - (RX) Fibre Cha_nng_l
0 1 YT TN
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NVMe-oF wac__ e~ FCFabric  — Host Bus
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NVMe/FC Packet

R_CTL (Routing)

To Target Port

06 NVMe_CMND
01 NVMe_DATA

03 NVMe_CONF

To Initiator Port

05 NVMe_XFER_RDY
01 NVMe_DATA

07 NVMe_RSP

09 NVMe_SR 08 NVMe_ERSP
0OANVMe_SR_RSP

Type
FCID 28 NVMe Dataset (Link Services)
28 NVMe-FC 08 FCP Dataset

if Type=08, first byte = FD for
Category (NVI\XIIIE-FC) g
0001b Admin SQE
Oxxxb 1/0 SQE DPS
Flag Data Protection Type Setting

Write, 1 R

0 Write, 1 Read LBADS
Connection ID LBA Data Size
Host queues mapping
to the Controller’s MS
NVMe queues Meta Data Size
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0001b for Admin queue

1xxxb for 1/0 queue

CS_CTL/Pri

xxx =CSS
NVMe_CMND U
R_CTL(06) D ID
/

S_ID

. TYPE(8)

F_CTL

SEQ_ID

DF CTL SEQ_CNT

OX_ID

RX_ID

Parameter

_Format ID (FD)

/
FC ID (28) CMND U Length

Reserved

Category =~ Flags *

Connection ID

Command Sequence Number

DPS

Data Length

LBADS MS

Reserved

write
read(bit)

M
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NVMe/TCP Architecture

PCle
— DMA
CPU Memory NVM SQ/CQ hPCIe Engine
DDR PCle Register Admll'l |/0 T
I BAR Address ‘
PC |e MSIx Space t Network Interface
NVMe-TCP Ident| MAC_-«-_;.. ]
e PotiD | | €
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Log Page 10 GNTL

Storage Array

NVMe Subsystem
.Discovery Services

NVMe/PCle
SSD

Properties

Flash
Chntl.

Processor

[ FTL

NAND Flash

LICICIC
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NVMe over TCP/IP

NVMe/TCP

Admin_Q#0 TCP Session
EEEEEEEEEEN NVMe-TCP
:

I/0_Q#1 TCP Session

i

Host

NIC
Adapter

NVMe-OF

- ’LE 0-Admin
I ? EE 1-1/0 queue

Host Software




NVMe/TCP Packet

CH Common Header

M

Flash Memory Summit

______ Command Capsule
Enethdr | IPhdr || TCP hdr | PDU Opcode (04) | Flags || hlen || PDU offset | PDU len I SQE Header (64 bytes) I HDGST | PAD | In-Capsule Data | DDGST | EnetFCS
00 (04)CapsuleGme 01 02 03 04 08PSH 72 N: M: M+3
bytes SQE Header (64bytes)
0 4 8 12 16 24 40 44 48 52 56 6063
SQE Opcode || FUSE| [reserved | PRP or SGL (PSDT) | |Command ID | NSID ||CDW2 ||3 || MetaData PTR | Data PTR ||CDW10 || 11 || 12 |[ 13 || 14 || 15
ggs 08 10 14 16. 3 CDWSs are command specific
/O Queue Commands Admin Queue Commands Fabric Commands
01 Write 01 Create 1/0 SQ 0D Namespace Mgmt. 7F Fabric Commands * 01 Connect
04 Write Uncorrectable 00 Delete 1/0 SQ 15 NS Attachment S0 F NV 08 Disconnect
08 Write Zeroes orma 00 Property Set
02 Read 05Create IOCQ 46\ alization Mgmt. 84 Sanitize g property 2
04 Delete I/0 CQ : roperty Get
00 Flush 20 Capacity Mgmt. 86 Get LBA Status 05 Authentication Send
0C Verify 02 Get Log Page 19 Directive Send 08 Abort 06 Authentication Receive
05 Compare 06 Identify L : 10 Firmware commit
1A Directive Receive , New Admin Cmds (CDC
19 Copy 09 Set Feature 11 Firmware download ew Admin Cmds (CDC)
09 Dataset Mgmt. 0A Get Feature 81 Security Send 14 Device Self Test 21 Discovery Info. Mgmt.
gg II;esv. II:\:\:eglsrtter 82 Security Receive 24 Lockdown 22 FZ Receive
esv. Repo 0C AER 25 FZ Looku
11 Resv. Acquire 8 Keenalive 1D NVMe-MI Send 7C Doorbell Buffer Conﬁg 29 FZ Send p
15 Resv. Release P 1E NVMe-MI Receive New Admin Cmds #
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NVMe/TCP Readiness Checklist
I e B e S

Price FC Optics are more expensive
2  Speed 64G (slow adoption rate)
3 Latency Zero Copy FC Adapter
4  Security Dedicate Fabric, FC-SP, Hardware Zoning

5 High Availability A/B, Multipathing, Lossless B2B

6  Services Addressing, Directory, Zoning, RSCN
7  Congestion Control Slow Drain, FPIN, DIRL*

8 Management Storage BiDi Flow Analytics™ @Switch
9  Scalability VSAN, Max. Domain limitation

10 Eco System 30 years of HBA/Switch/Storage support

11 Hybrid Cloud Not Possible with Fibre Channel

12 Skill Set Very limited / hard to find experts

©2023 Flash Memory Summit. All Rights Reserved

Enet Optics are cheaper

100G (rapid deployments)

Multiple Copies (Kernel, User Space)

Dedicated Fabric, TLS 1.3, Hwd. Zoning*

Multipathing, Lossless (PFC)

SDN, CDC* (TP8009, TP8010), AER
Slow start/window size, Fast Recovery
Limited Analytics possible at Switch
TCP is highly scalable

NVMe/TCP* is only couple of years old

TCP/IP can scale from on-prem to cloud

Abundance, Ubiquitous

M

Flash Memory Summit

Enet has larger market

400G is being deployed now

DPDK/SPDK can be used to avoid
multiple copies

*Using SDN

Ethernet does not have concept of
Fabric A/B

*See details on following slides
*Cisco proprietary

*See details following slides

*No Windows support
Linux & ESXi are supported



NVME/TCP CDC (Centralized Discovery Controller)

Fabric Zoning at CDC

CDC-based Fabric Zoning provides a
way to control the Discovery log pages
provided in response to a Get Log
Page command issued to the CDC.

“Host” & “Subsystem”
in the same Zone

#

CDC Admin to add

Storage
PCle

< - b DMA
Memory NVMSQ/cQ FCe Eogine

Son lpcle Register [ o =

I BAR Address | E = Hwd @
0 1 quenes ==
MSIx space

[peien] #2

Network Interface

PCle
' pbc [ NvMe-Tcp #3
& Discovery CNTL NVMe Subsystem
PCle Admin0 |= >
Lanes sq/ca == CNTL# 'T‘
NSID
Log Page IDs |r /0 CNTL NS — LB|A—~
—_—
mDNS Responder @ Door Qi DDD...
= =1 Bells "3
o [[Host . chapnel #0
% B| O |[ECle| Properties | flash
- 1 - ntl.
- = Intf. chagnel #1 ¢
Processor =
NAND Flas
All Flash ~ NvMe/PCle -
b N )
Array .
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CDC Instance (9.1.1.55)

Subsystem

/0 queues Admin_Q|
ERER 5

#1

M

Flash Memory Summit

Linux Host
l:" |staf|:tl |l:" | stacctl |L.l.'&
H H v
< DBus >
Fy 4 FY
1 nvme- stas
avahi-d stafd stacd
find connect
udev F'y [
mDNS IEVEI'ITS
. i V10 controler
il
s libnvme |
) | '
I/O queues. Admin_Q | i sysfs :
= o= ‘ NVMe/TCP driver

9.1.1.44

Discovered Host
-9.1.1.44

#1

Discovered DDC
-9.1.1.9/8009 4,

-NQN /4420

Discovered Subsystem

#]

~

Fabric Zone

—



On-Chip Fibre Channel Analytics M

Flash Memory Summit

Cisco SAN Management -NDFC

1 2 3 4 5 6 7 8 9 10 11 12 Application Ul
N N D IIED NN JEED IR IR N R R 1 s —— Cwe————
IGR]|[IGRI[IGR] IGR]|[TGRIJ[GR IGR NGRI|[[GRI] F64G Fibre Channel OC OO - -
EGR]| |EGR EGR]| [EGR||EGR [EGR] AS|C e R
T A A T A T T S ASIC Flow —
AMC-1 AMC-2 AMC-3 . . Post Processing Pipeline 'U
Ve | [Sae Verc| [Sae Verc | [ S Metrics Collection , ,
Backend Services Presentation Layer
[ Export Engine | [ Export Engine | [ Export Engine | On bo?rd /m‘m S
{} {} {} Analytlcs NPU - ~ Receive Pipeline
I1P£3.E.n.9t. I baseline rollup Parser
Ethemet MAC a SERERER I. DPDK le Process Raw
{} G 10GEnet | e ] Data Data gRPC Rece%iver
: _— - Stream i Analytics Engine l S~——— _/
[ Export Engine ] [ Export Engine ] [Export Engine | [ A I
Metric State Metric State Metric State (ST S) ~— | S u p_C P U An alyze
AMC+4 AMC-5 AMC-6 Encoder p—
N N T T T Encoder
LIGRJI[ IGR] [IGR]|I[TGR] IGRJ|[IGRINIGRII{1GR Can vou Quer 5
EGR|[ECRI[EGRI)[EGR|  [EGR]|EGR([EGRI[EGR]| |EGR|[EGRJ||[EGRI[EGR y y =20 Streamer
—i— kBB this Database ? Enet | @ 3
13 14 15 16 17 18 19 20 21 22 23 24 8o F_R"I_'“E"'_“"
Export v |_ Analytics Engine 1
Cisco MDS LC/Switch (Pull)

) ) AMC: Analytics Metrics Collector
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My take: FC limited to 32-64G , NVMe/TCP 100G, 400G, 800G & beyond

Cisco Single Pane of Glass (Nexus Dashboard) - NVMe Storage Management

APIC
ACI

N9k
Enet |

Server
NVMe

Centralized
Discovery
Controller

NVMe NDFC
Insights LAN N9k
LAN Analytics ——————

N9k
Enet

§ Server TCP Fabric Services (CDC)

NVMe mDNS

NVMe/TCP

NO9K -Cisco Nexus Ethernet Switch

CDC: Dell’s SFSS/CDC

Push/Pull Registration
Fabric Zoning (FZL,FZS,FZR)
AER (Async. Event Reg.)

Cisco NVMe Anywhere
Hybrid Storage Fabric

FC Fabric Services

NDFC
SAN

nev NIK

NVMe/FC

Directory Service
Name Server DB
Zone Server DB
RSCN

NVMe/FC

MDS SW

FCoE

Server
NVMe

MDS Director

NVMe/TCP NVMe/FC
100G ¢ 32GFC
Storage
Ethernet Array
ps [TMTEY
Flash/NS
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SCSI/FC

Fibre Channel

MDS -Cisco Fibre Channel Switch
PS -Dell PowerStore All-Flash Storage

Take Advantage of both (FC & Enet) Infrastructure Investments!

SAN Analytics
NVMe
Insights

N9k

Enet

Server

FCP

MDS SW

FCP

M
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Thank You
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