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Focusing on a real problem...

Latency stall — A single 1/0 event taking more than the expected time to complete
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Family MAP : 3.59B

Globally, there are more than 3.59B people using Facebook, WhatsApp, Instagram or
Messenger each month.
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1 Read/Write/Trim > 1 second

Latency Stalls in SSD

i
Firmware or Hard to Extremely difficult Significant impact
ASIC bugs detect and long debug to services



Odds per Day

Greater than 1 second - I/O stalls per day

40 distinct SSD stalls in a thousand devices
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High Level Storage Architecture
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A single |/O stall can lead to multiple application requests stalled
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Evolution of flash drives into complex storage system




Telemetry and SMART can help debug all problems....

$ sudo nvme smart-log /dev/nvmeOnl
Smart Log for NVME device:nvmeOnl namespace-id:ffffffff
critical_warning : 0
temperature : 21 C
available spare : 100%
available_spare_threshold : 10%
percentage_used : 2%
endurance group critical warning summary: 0
data_units_read : 5,749,452
data_units_written : 10,602,948
host_read commands : 77,809,121
host write commands : 153,405,213
controller busy time : 756
power _cycles : 1,719
power on_hours : 1,311
unsafe_shutdowns : 129
AU 144, 408 Xingll K¢ ge media errors : 0

LS num_err log entries : 1,243
Warning Temperature Time : 0
Critical Composite Temperature Time : 0
Temperature Sensor 1 : 21 C
Temperature Sensor 2 : 22 C
Thermal Management T1 Trans Count : 0
Thermal Management T2 Trans Count : 0
Thermal Management T1 Total Time : 0
Thermal Management T2 Total Time : 0
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But can they????
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Debugging flash Issues in hyperscale environment is inefficient




Efficient Debuggin

-Latency Monitor/C3 Log Page Data-
Controller : nvme®nl

Feature Status ox1
Active Bucket Timer 6025 min
Active Bucket Timer Threshold 0 min
Active Threshold A 5 ms
Active Threshold B 50 ms
Active Threshold C 500 ms
Active Latency Stamp Units 1230

i its 2
I Debug Log Trigger Enable 1 I

Active Latency Mode: Bucket @
Active Latency Mode: Bucket 1
Active Latency Mode: Bucket 2
Active Latency Mode: Bucket 3

Active Bucket Counter: Bucket 0
Active Bucket Counter: Bucket 1

i ki L3 ket 2
Active Bucket Counter: Bucket 3

Active Measured Latency: Bucket @
Active Measured Latency: Bucket 1
Active Measured Latency: Bucket 2
Active Measured Latency: Bucket 3
Active Latency Time Stamp: Bucket @

Active Latency Time Stamp: Bucket 3

}---Static -Bucket-Counter:-Bucket-0---0
Static Bucket Counter: Bucket 1
Static Bucket Counter: Bucket 2
Static Bucket Counter: Bucket 3
Static Measured Latency: Bucket @
Static Measured Latency: Bucket 1
Static Measured Latency: Bucket 2
Static Measured Latency: Bucket 3
Static Latency Time Stamp: Bucket @
Static Latency Time Stamp: Bucket 1
Static Latency Time Stamp: Bucket 2
Static Latency Time Stamp: Bucket 3
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Bucket Structure

Bucket Description

“ Saturating Read Command Counter
* Measured Latency
* Latency Stamp
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* Measured Latency
* Latency Stamp
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* Measured Latency
* Latency Stamp

Figure 1- Bucket Structure
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Observablllty throughout the 1/0 lifecycle

chassis

Application

File System

PCle

ssp| [ssol| |sspl [ssp

>

e EXT:

FILE-OFFSET
Q: [0..409607]:

EVENT TIME

nvme_setup_cmd  3.44%

nvme_complete_rq 0%

cpuidie_enter 30.0%

A Storage Stack Example

BLOCK-RANGE

418328064 ..418737671 11 (15862528.

COMM

mysqld

swapper

AG AG-OFFSET

TID CPU

800131 [009]

0 [009]

TOTAL FLAGS

.16272135) 409608 000101

DETAIL

disk=nvme1ln1 ctrl_id=1 qid=10 opcode=2 flags=0 fctype=1 cid=294 nsid=1

metadata=0 cdw10=ARRAY[f2, 43, 1e, 03, 00, 00, 00, 00, 01, 00, 00, 00, 00, 00,
00, 00, 00, 00, 00, 00, 00, 00, 00, 00]
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schedule_idle 30.0%

[unknown] ([Exited Process]) 20.0%

disk=nvmeln1 ctrl_id=1 qid=10 cid=294 result=0 retries=0 flags=0 status=0

ret_from_tork 20.0%

[unknown] ([Exited Process]) 20.0%

kthread 20.0%

[unknown] ([Exited Process]) 20.0%

worker_thread 20.0%

[unknown] ([Exited Process]) 20.0%

process_one_work 20.0%

cpuidle_enter_state 30.0%

__sched_text_start 30.0%

[unknown] ([Exited Process]) 20.0%

blk_mq_run_work_fn 20.0%

asm_common_interrupt 30.0%

finish_task_switch 30.0%

[unknown] ([Exited Process]) 20.0%

blk_mq_sched_dispatch_requests 20.0%

«common_interrupt 30.0%

asm_common_interrupt 30.0%

entry_SYSCALL_64 20.0%

__blk_mq_sched_dispatch_requests 20.0%

__cemmon_interrupt 30.0%

‘common_interrupt 30.0%

do_syscall_64 20.0%

blk_mq_do_dispatch_sched 20.0%

handle_edge_irq 30.0% __common_interrupt 30.0% __x64_sys_execve 20.0% blk_mq_dispatch_rq_list 20.0%
handle_irq_event 30.0% handie_edge_irq 30.0% ‘do_execveat_common 20.0% nvme_queue_rq 20.0%
__handle_irg_event_perepu 30.0% handle_irq_event 30.0% bprm_execve 20.0% blk_mq_start_request 10.0% ‘ nvme_setup_cmd 10.0%

nvme_irq 30.0%

__handle_irq_event_percpu 30.0%

exec_binprm 20.0%

blk_mq_start_request 10.0% \ nvme_setup_cmd 10.0%

blk_mq_end_request 10.0% | nvme_complete_rq 10.0% | _nvme_handle_cqe 10.0% nvme_irq 30.0% __kemel_read 20.0%
blk_update_request 10.0% | nvme_complete_rq 10.0% | nvme_handle_cqe 10.0% | blk_mq_end_request 10.0% | nvme_complete_rq 10.0% | nvme_handie_cge 10.0% filemap_read 20.0%
blk_updale_request 10.0% blk_update_request 10.0% | nvme_complete_rq 10.0% | nvme_handie_cqe 10.0% filemap_get_pages 20.0%
blk_update_request 10.0% page_cache_ra_unbounded 20.0%
read_pages 20.0%

bik_finish_plug 20.0%

bik_maq_flush_plug_list 20.0%

blk_mgq_sched_insert_requests 20.0%

_blk_maq_delay_run_hw_queue 20.0%

blk_mq_sched_dispatch_requests 20.0%

__blk_mq_sched_dispatch_requests 20.0%




Summary

* At scale debug is extremely challenging due to inefficient design of debug logs
for use at hyperscale environment

* Let’s converge on debug-ability initiatives
* BPF scripts for triage
e Latency Monitoring Spec - Link
* NVMe-CLI/ plugins / OCP - Link

* Meta welcomes Industry Partner’s ideas on how to improve debug @ Scale

Together we can make debugging SSDs better!



https://www.opencompute.org/documents/datacenter-nvme-ssd-specification-v2-0r21-pdf
https://github.com/linux-nvme/nvme-cli
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