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About the Presenters m
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About

« Technical Marketing Manager — Solutions Marketing
« 20 years experience in PCl and PCl Express testing and Compliance Programs
« Masters in Information Technology from University of Paisley, Scotland

« Bachelor of Engineering In Electronics with Music from University of Glasgow,
Scotland

About

 Sales Development Manager with Teledyne LeCroy, OakGate Products

* Prior to Teledyne LeCroy, 30 years experience as a Marketing Specialist with
Hewlett-Packard

« MBA from Drucker School of Management, Claremont Graduate School
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Agenda: End to End NVMe Debugging k.

Flash Memory Summit

* Introduction and Quick Overview of
NVMe

« Discussion of trigger types
* Hardware Setup

» Capturing NVMe Initialization on
the Protocol Analyzer
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« Overview of setting triggers in the
Teledyne LeCroy OakGate Test
Appliances system

« Overview of setting the trigger
actions in the Teledyne LeCroy
Summit series Protocol Analyzer

 Summary

* Questions
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Objective

M

Flash Memory Summit

How do | find the root cause of unclear or intermittent problems when running NVMe
Validation tests where the problems might be at any layer of the protocol stack?

- « NVMe Protocol

v

Protocol Layer

-
-

\
J

> Transaction

Link and Transaction Layer
» Testing Link Training

« Lane Margining

Electrical
» Link Equalization/De-emphasis testing
» Transmitter Signal Quality

e Receiver Jitter Tolerance
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Quick Basics

Introduction and Overview
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Validating and Debugging NVMe Devices M

Flash Memory Summit

* NVMe is now the standard protocol used for SSDs both in server and
client platforms

* NVMe takes advantage of established transport and data link layers

* Thorough validation of devices helps to avoid post-release corner case
Issues
* Problems can show up as:
e Drive failures
 Performance problems
 System crashes

EXPRESS )
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Background: What is NVMe? M

Flash Memory Summit

A family of specifications that define how host software communicates with non-volatile memory
across multiple transports like PCl Express® (PCle®)

* An industry standard specification was designed from the ground up for SSDs

« A much more efficient interface, providing lower latency, and is more scalable for SSDs than legacy
interfaces

« The NVMe architecture brings a new high performance queuing mechanism that supports 65,535 /0O
queues each with 65,535 commands

« The NVMe interface significantly reduces the number of memory-mapped input/output commands
and accommodates operating system device drivers running in interrupt or polling modes for higher
performance and lower latency

« The NVMe specification also contains host-to-device protocol for SSD commands used by an
operating system for: read, write, flush, TRIM, firmware management, temperature, errors and others

« The NVMe Specifications are managed by NVM Express® consortium n
EXPRESS)
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Types of Validation Tools M

Flash Memory Summit

* Test Appliances

* Host based emulation tool that allows the tester to generate a range of scripts with
defined 10 traffic patterns, admin commands and error injection

 Allows Validation with complex traffic flows

 Protocol Analyzers and Exercisers

* Provide insight into all activity on the link from the Logical PHY Layer up to the higher
protocol layers including NVMe.

 With analyzer and exerciser capabilities an ideal early development and debug tool in
addition to providing conformance test capabilities

» Combining these Tools

* Allows you to apply this system level intelligence and error recognition seen in host-
based tools with the deep packet capture and granular detail on all levels of protocol
analyzers
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Trigger Types
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Triggers M

Flash Memory Summit

« What is a trigger? A trigger is any defined event that causes the Protocol Analyzer to
stop overwriting any buffer information. On the OakGate system a trigger is a response to
an error event

« What is the challenge? If | don't know exactly what problem | am trying to find defining
the protocol analyzer trigger can be very challenging

« Why do | care? The more general OakGate triggers allows me to capture the areas of
interest on the Protocol Analyzer to verify exactly what is happening in the problematic
and surrounding transactions

« Other Trigger Uses? Yes, the trigger can also be used to place a marker in the analyzer
trace and drive logs that can be used as a search key
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Flash Memory Summit

Error Trigger Options

» Have the test software mark the drive as having a fatal error so that
NVMe traffic will cease and then the recording will stop

« Have the Protocol Analyzer trigger on the error event itself provided that
the error pattern is well known and defined and can be configured as an

analyzer trigger event

* Create a trigger event within the OakGate Appliance test software upon
the introduction of the error and configure the Protocol Analyzer to
trigger on the event
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Hardware Setup
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What is the OakGate Test Appliance?

Flash Memory Summit

File

@ OakGate Enduro 4 Peripheral m = m

Dave Obert

Nemespace0 | | Configure || | Exerciser ~ | | Directed Tests ~ | | Mamespace = | | Clear = || | Copy = || | Save = || | Load -

¥ Bl Connected Appliances

{H Discover r: NVMe Cont
v B ocroemo-suG
Namespace 0

1 > N

Start Pin
¥ (3) ® NVMe Controller 86:0:0 Chassis | [Slot X

v & @ NVMe Target Intel Corpo Individual Exerciser Settings  Global Exerciser Sewings  Post-Run Anal,

© Namespace 0 Q, Filcer

¥ & Top Level Traffic

¥ & Generated Traffic
¥ & 10 Traffic QUEUE DEPTH

10 Profile 0 i
b e 10 Profile 1 QueueDepth ~ |1 = Ex |

10 Profile 2
10 Profile 3
10 Profile 4 0B/s

PERFORMANCE SETTINGS G o
10 Profile 5 Read BV

e i W Gen5 Appliance

10 Praofile 8 0B/s

10 Profile 3 e

o with Drive Bays

Extra Traffic

Replay File
Enable 10 Cappin
Timed Error Injection pRing

Error Folicies O Cap (IC

B © Namespace0 nsiD Power Management

Timed Peripheral Contral

RANDOM SEED OakGate
R3I0D0-GS

DATA VALIDATION

Enduro Client Interface
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What is a Teledyne LeCroy Protocol Analyzer?

Flash Memory Summit

Teledyne LeCroy PCle Protocol Analysis - BETA - [C:\Users\Public\Documents\LeCroy\PCle Protocol il . 74D i J

File Setup Record Generate Report Search View Iools Window Help
e TRG AT, ==
S b e m i =l

Trace View / PCle Revision 5.0

x
[ OPC 1 1 warning(s) ][ saDb [ cab [ cD_| cs AETYPE AE INFO: Error status ALP =]
|Asynchronous Event Request | [Warning in Sub-Transaction | [ 0x0000 | 0x0000 | 0x0017 | [§§] Error status |Write fo Invalid Doorbell Register |0x00 Generic Command Status |Invalid Command Opcode || 001:00:0 [NVM

[ OPC 1 1 warning(s) |[saD [ cap [ co | cg AETYPE AE INFO: Error status ALP
|Asynchronous Event Request | [Warning in Sub-Transaction | [ 0x0000 | 0x0000 | 0x0018 | Error status | Write to Invalid Doorbell Register | 0x00 Generic Command Status |Invalid Command Opcode || 001:00:0_|NVM

OO R I Rl b — NN R

BT
=

TvMe Cmd
24

NVMe Cmd [ OPC |[saD [ caDb [ ciD_|
I Set Features | [0x0000 | 0x0000 | 0x0019 | [0x00000000:00000000 | |0x00000000:00000000 | [Power Management | 0 Generic Command Status | Su ful C || 001:00:0 |NVMeLeCroy000q

NVMe

[aD | sayTpaL Admin SQT bMemcs # Link & Split Trans || Time Delta Time Stamp
001:00:0_| [ 0x0000 + 0x001A | [NVMeLeCroy000000 1 1.664 us |0018 . 460 016 852 000 s
* Link Tra Requesterll Data |VCID " .. . #Packets | Time Délta Time Stamp
R~ - Metrics
1768 955 010:00000 1 000:00:0 0 F7C01000 1111 | 0000 | 0 |[Packet#2150997 2 1.664 us_[0018 . 460 016 852 000 s
o [AstBE Last e
2150996 955 010:00000 1 000:00:0 0 F7C01000 || 1111 | 0000
Packet Re 25 DLLP ACK AckNak_Seg_Num || CRC 16 Time Delta Time Stamp
2150997 x1 955 0x92CD || 201.532 us [0018 . 460 018 516 000 s
b ] o | Py _orc Fuse _ op o nsp [ Addess [ Address [ Address
001:00:0_| [0x0000 | 0x0019 | [ 00000001:0260C640 Set Features | Normal operation [ 0x0019 |0x00000000 0x00000000:00000000 0x00000000:00000000 0x00000000:00000000 | [ Po|
NVMe [aD [ cD | Py saHp sab  cib Pl RSVD E # Link &
167 001:00:0_|| 0x0000 | 0x0019 || 00000001:02610190 0x001A [0x0000 [0x0019 [ 1 0x00000000 Generic Command Status | Successful C: 1[0 0 |[NVMeLeCroy000000
NVMe [aD [ cb | Interrupt 1YPe_ Vector _Message ‘Melncs # Link & Split Trans || Time Delia Time Stamp
168 001:00:0_| [0x0000 | 0x0019 | [ 00000000:FEE0100C @MsI-X| 0 [0x00004991] [NVMeLeCroy000000 1 44.314us 0018 . 460 741 940 000 s
NVMe [ aD ] CQyHDBL Admin CQH ’M trics 7 LINk & Spiit Trans |/ Time Delta Time Stamp
169 001:00:0_|[0x0000 0x001A | [NVMeLeCroy000000 | (Kt 1 8.722us |0018 . 460 786 254 000 s
NVMe Cmd [ saiD | NLB PRINFO FUA LR
26 Read 0x0005 | 0x0005 | 0x0000 | [2048 dwords | [0x00000000:00000000 | [0x00000001:6E651000 | [0x00000001:1D352000 | [0x00000000:00000080 | [0x000F| 0x0 | 0 | 0 No frequency in|
NVMe Device ID |[_ QD 10 SQT WM ' #Link & Spiit Trans || Time Delta Time Stamp
001:00:0 || 0x0005 | | ststl 0x0001 | [NVMeLeCroy000000 Me'““ 1 82,578 us |0018 460 794 976 000 5 -

s — E QuickTiming markers not set

T Summt TS4SN.02200 g3

LCRC Time Delta Time Stamp

0x4CB1F992 ‘ 1.664us |0018 . 460 016 852 000 s

NVMe

Errors detected!  Search: Fwd
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Protocol Analyzers Use Interposers for Probing

Flash Memory Summit

Link Width

S.u:rn-rnr ] "i‘ T_l':i_"-f-'_-""-f PCle Cal"d Under TEST Status LEDs
YN ., ® eeé
i Signal Detect LEDs

Summit T54 Analyzer
(with G5 PHY)

o COMTIIN L LIPPROR L 0 O PR HRRI 11 e

"
P

DUT Power LED TELEDYNE
Status Switch: SW1 LECROY

- PCl Express Interposer
up 1o 8 lanes @ 32.0 GT/s maximum

Configuration switches
and clock inputs: SW2

DO NOT TOUGH
CORTACT

Summit T516 Protocol Analyzer ] A @D E A _

For mans iver Adtien go te:

G5x4 Straight Cable _ — : teiedyneiscrsy com
(PEO27UCA-X) 1

Summit M5x Analyzer

i . Active Width Control
. Pushbutton: SW3

12V DC from
adapter supplied

T T G5x8 Y Cable (PE029UCA-X) PCle Slot from Host System Under Test
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Insert the U.2 Interposer into the U.2 Slot k.

Flash Memory Summit

* Insert SSD into Interposer
* Insert Interposer and SSD into
Oakgate Test Appliance
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Process Flow Summary k.

Flash Memory Summit

Connect Hardware
1. Connect Protocol analyzer interposer into OakGate Test Appliance

Capture NVMe Decode

1. Configure Host Memory and NVMe Controllers (DUTs) in the Oakgate software
2. Power on Protocol Analyzer and configure to capture controller/queue initialization
3. Initialize Host Memory and NVMe Controllers within OakGate software

Set-up Triggers

1. Set up OakGate Events
2. Set up Protocol Analyzer Triggers and arm

Run Test and Capture Debug information
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Capturing NVMe Initialization on
the Protocol Analyzer
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Capturing NVMe Decode Information k.

Flash Memory Summit

[H Discovered Appliances X 3G Exerciser X~/ Configuration X = ‘@ Analyzer: NVMe Controller 86:0:0 X

> Cancel NVMe Controller 86:0:0 1MB | 0% | 127 MB
o OGT-DEMO-3UG4-1
Q Coumns ~ B B Iu £
et
Index Time Direction Type Decoded Frame Sector Size LBA 10 Length 10 Profile .. [_

1 1.2427855 m Waited 0 msec for CSTS.RDY to be processed for CC.LEN=0
2 1.242807 1 uNKDOwN
3 1.2428355 m Verified all previous resets are complete, CSTS.RDY =0
4 1.242864 5 m Configuring the admin gueue to 64 entries.
5 1.242890s m Enabling the controller. Setting CC.EN to 1, CSSto 0
6 3111643 5 m Waited 1868 msec for CSTS.RDY to be processed for CC.EN = 1
7 3.111668 5 m LINK UP
8 3.111833 s m Identifying Controller.
= The Protocol Analyzer needs to capture
9 3.1118355 ToTGT » m Identify . . .
all the decode information seen here in
10 31219435 4 TolNI m

the Events View Y e
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Setting up the Protocol Analyzer k.

Flash Memory Summit

* Since the address assignment in NVMe is dynamic — i.e. it may vary
from boot to boot, it is necessary to capture the locations of the
queues that the system sets up

* This is straightforward and can be done using a simple trigger on the
protocol analyzer to capture all the initialization information

* This information will be used when the test is run to allow the protocol
analyzer to trigger on the correct NVMe command
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Set up the Protocol Analyzer Trigger M

Flash Memory Summit

* The Protocol Analyzer can be triggered by:
A pattern on the bus/link
* An external event — such as a trigger input line pulse

* These are both set up using the Recording Options Dialog

* NVMe Triggers can be set as patterns
* These may require some additional information
The information can be extracted from the Oakgate Software

NVMe triggers on the Protocol Analyzer are PCle triggers with defined addresses and
payload

Recording the system boot or initialization will also allow the Protocol Analyzer to
capture this information

The trigger could be based on an error event indicated by the Oakgate system

21|©2022 Flash Memory Summit. All Rights Reserved. R e oF



Protocol Analyzer Recording Options

Flash Memory Summit

Choose Event Trigger
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Recording Options

Gereral Recording Rules  Analyzer and Probe Settings

Recording Type PCle Specification
Analyzer o
Revision 5.0 ~
Summit T34 ~
UU.2/U. 3 Interposer Mode Options Mode Recording Mode
Mot Applicable e 5 (®) Protocol Recording
() snapshot imple []5MBus Recording
et Frigger Advanced []CCIx Recording
_ - ) == () BitTracer Recording
»| @ Event Trigger Seript (") MYMe Enhanced Mode
Buffer Size Trigger Position

32 =| MB of 32 GB [ direction

[Jupload Size (around Trigger)
256,000 ME

Misc
[JBeep When Trigger Occurs [pisa

Preserve TC to VC mapping across the recordings

Trace Filename & Path Options

50 % post-triggering

ble Auto Channel Swap

Default TC to ¥C mapping...

Mame

C:\Users\Public\Documents\, . . \data.pex Default

Additional Trace File Settings. ..

Save... Sawve as Default Load...

Load Default

Link:
Speed; Link Width:
Auto | | Auto (x4 Maximi -
Upstream

[ 1nhibit Channel

[JEnable Precoding

Invert Polaritv
o 1 2 4 5§ 6 7

g 9 10 11 12 13 14 15

Reference Clodk
Internal - No 55C w
Equalization Mode
Gen3|LPM | Gen4|DFE | Gen5 DFE
Downstream

[ 1nhibit Channel

[]Enable Precoding
Invert Polarity
o 1 2 3 4 §5 6 7

g 9 10 11 12 13 14 15

Reference Clodk
Internal - No S5C ~
Equalization Mode
Gen3|LPM ~ | Gen4|DFE | Gen3 | DFE

[J set Reference Clocks independently
[ isable Descrambling
Auto-Configure Lane Polarity
[J1gnore Idle Errars

[JDecode OBFF Swizzling Corfig...

Restore Factory Settings

Cancel

YEARS OF

NAND FLASH MEMORY

INNOVATION



PCle SSD Base Address Mapping k.

Flash Memory Summit

. » When the Protocol Analyzer records
ChmwELs SusePED 0 Y the boot/initialization of the Oakgate
gg:EEEAME E[Sriﬂiﬂﬁzcmwnmun Sieort Confg Info SyStem, |t W|” enable the deCOd|ng Of
eTmsSE 7| the PCle Traffic into NVMe Traffic
oo 00000 | * The NVMe triggers require this
e OO0 information to be present
§i2i§ 0000000 Interrupt vector e NVMe addresses are mapped from
\I::"EE—SFE;JOL :JEME Transaction lifetime (ns) the MBAR address Set by the System
T
E Cancel 1
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Defining the Trigger in the
OakGate Test Appliance
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Setting Trigger Events M

Flash Memory Summit

|_E Discovered Appliances X @ Analyzer: NVMe Controller 86:0:0 X G Exerciser X

These events consist of
OGT-DEMO-3UG4-1 > N?:f:;a::[’r 00> etz | 1)U |t| p | e un d er | yl N g
— transactions that the Protocol
e Analyzer cannot trigger on

¥ © Error Policies

Start

Individual Exerciser Settings ~ Global Exerciser Settings Post-Run Analytics

Fibre Channel GLOBAL ERROR POLICIES
NVMe
SAS/SATA Q Filter
SCSI 5tatus
Error Condition Fatal Error Send Trigger
SCSI 5ense
Scsi Additional Sense Link Down v
¥ o Custom Trigger Commands Eailed 10 Abort v v
NVMe
OHang v v
SATA
SAS Task Cleared By Another INI v
Task Reset By Anather INI v
Within the Oakgate software, O gty Mimatch v v

multiple high-level errors can \

Rd/Wr |10 Failed v

be SeIeCted and used aS Steady State Not Reached
t ri g g e rS .Lmk Setting Mismatch 7, i,

[ 4
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Setting Trigger Events

Flash Memory Summit

[B Discovered Appliances X

Start

Individual Exerciser Settings

@ Analyzer: NVMe Controller 86:0:0 X 3G Exerciser X
MNamespace 0
OGT-DEMO-3UG4-1 > NVMe Controller 86:0:0> NvMe Target

Global Exerciser Settings Post-Run Analytics

Q Filter Settings

General Settings

¥ @ Error Policies

v

Fibre Channel
- NVMe

SAS/SATA

SCSI Status

5CS1 5ense

SCSl Additional Sense
Custom Trigger Commands

NVMe

SATA

SAS

Within the NVMe Error
group, further generic
error types are defined

© NVME ERROR POLICIES ~

Send Controller Reset on F

Q Filter

‘ Error Condition Value Fatal Error Send Trigger
Genenc Invalid Command Opcode 0x0 / 0x1 ‘

| Generic - Invalid Field in Command 0x0 / 0x2 v

| 7

| Generic - Command ID Confiict 0x0/ 0x3 V|

I 4

| —

| Generic - Data Transfer Error 0x0/ 0x4 W

o N eXt g O to N V M e E r rO r | | Generic - Commands Aborted due to Power Loss Notification 0x0 / 0x5 (V]

Policies and select
Send Trigger options

26 | ©2022 Flash Memo !

|

| Generic - Internal Device Error 0X0 / 06 v
I | Generic - Command Abort Requested 0x0 / 0x7 !_\_/-i
| Generic - Command Aborted due to SQ Deletion 0x0 / 0x8
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Define your Trigger Event in Oakgate Test Software

sh Memory Summit

(@ Discovered Appliances X #~ Configuration X > Analyzer: NVMe Controller 86:0:0 X = Passthrough X 3G Exerciser X : [ M a kes a S m a ny fi e | d S

Namespace 0

OGT-DEMO-3UG4-1 > NVMe Controller 86:0:0 » NVMe Target n O n e Ze ro Va | u e S a S
Individual Exerciser Settings Global Exerciser Settings Post-Run Analytics .
Q, Filter Settings pOSSI ble.

General Settings

S | — = Send it to the drive to

5 ;
Fibre Channel | Write

validate the function.

Start

Save Commands Flush “=
SAS/SATA Command
Load Commands Compare
SCSI Status _ e Log Page
SCSl Sense Tidereny CNS 0x0 =
SCsl Additional Sense Get Festures
-
_NTI
¥ © Custom Trigger Commands AER MiYHR i =
NVMe Virtualization Management NVMSETID 0x0 :
SATA Device Self-Test
T Doorbell Buffer Config Ccsl 0x5 :
NVMe-MI Send
WMe-MI Receive UUID Index 0x0 k
= We h lected a modified =«
€ Nave selected a modirtie 4 1of1 |
anmze
L]
et LBA Status
ldentify command
erify |
ustom |
m Y t t I t | 16 oeeeeeae ggeeeeee geoeeeee feooeeee
OuU may want 1o seiecCt a

32 ggeeeeee geeeeeee gees5ea08 85000000

Cu Sto m CO m m a n d to d u m p " 48 00000000 08000000 08000800 lelalallala]ale) 5
logs »

»
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Defining the Trigger in the
Teledyne LeCroy Analyzer
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Flash Memory Summit

Defining the trigger on the Protocol Analyzer

* The Protocol Analyzer will look for the event on the PCl Express link

* The NVMe event, is a sequence of PCl Express events

* Once the Protocol Analyzer has the NVMe queue information, either by
capturing the boot sequence or providing the information manually
from the Oakgate software, the Protocol Analyzer can be armed and

wait for the event to happen

29 | ©2022 Flash Memory Summit. All Rights Reserved. R e oF
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Obtain the Admin Queue Base Address and Size

Flash Memory Summit

NVMe Controller 86:0:0 Configure Shutdown Reset = - Link = Clear = Copy ~

" I Cometespopiace - — = Copy the Admin Submission

[H Discovered Appliances X # Configuration X @ Analyzer: NVI

S R i Queue Size and Base address

¥ () @ NVMe Controller 86:0:0 Chassis 1 [Slot 1]

v & NVMe Target Intel Corporation - INT

Q, Filter Settings
© Namespace 0 NSID: 1, Create ¥ @ Initialization Settings

v B connected Peripherals Queue Configuration

Queue Definition

Yy @ OakGate 4-Bay/12-Bay 10.10.4.10
v ¥ ¥ Queue Distribution

v ‘ NVMe Host Card (2-67) Namespace Configuration © Refresh BB Open as CSV Save as CSV

B3 reripheral Module 0 Port Information

(_, Space/Register (0ffset)/Field Bit Range Value Description
" Register Editor
B Peripheral Module 1 NViVe Cont ( NV_CSTS_CFS [1:1] ox0 Controller Fatal Status
i Power Management
— NV_CSTS_RDY 9:0] ox1
B3 Peripheral Module 2 ‘ - - ; : Ready
¥ NV_NSSR (0x280) 9x0
B} Peripheral Module 3 [ @ _
NV_NSSR [31:0] axe NVME Subsystermn Reset
v Bl NvMe Host Card (2-6f) ¥ NV_AQA (8x24) Ox3FOO3F
_— o NV_AQA_ACQS [27:16] Ox3F Admin Completion Queue Size
L] - . . . -
= With the NVMe Controller selected Lo T
¥ NV_ASQ_ASQB (0x28) 0x1014BA2000
L] L]
M NV_ASQ_ASQB [63:0] ©x1014BA2000 Admin Submission Queue Base
and on the configuration tab: Choose 0
¥ NV_ACQ_ACQB (8x30) 9x101DE9EE00
7] . . " ‘L n
eg | Ste r |to r a n |t e reS to NV_ACQ_ACQB [63:0] 0x101DE96000 Admin Completion Queue Base
¥ NV_CMBLOC (©x38) axe
populate the values T ortset
NV_CMBLOC_BIR [2:0] ox8 Base Indicator Register
T ~
J -
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Setting up the Protocol Analyzer for the Error Triggerst

File Setup Record Generate View Tools Help

= b e m 7L

Recording Options X

General Recording Rules  Analyzer and Probe Settings

Sreween W D O @ QB & @

NO ACTION

|
If the address info is required,
get it from the Register editor

MVME Submission  Actions ﬂ

MSB <~LSB MSB <—LSB
an Revd F OPC Mask Match
I T T N T B I e BN R e 1
Label: [300eC00nnnet0X00000000000001 10| [0000FFFF| (00000006
ey ; T T T T

NYME Submission Il.............."‘"’fll?..............III|||II|||I
[ X |[cooooooo|[cooooooo
I rrrrg

| IS S S S S R S SN S Sl S R TS ST A SR E T N N MNP TP S PN Y B TR B |
|00000000000000000000000000000000||FFFFFFFF|(00000000
T T T T T T T T T

| I S S S S S S A S S v Sy R S S S S R T SR T MR B N PR AU NP PR N R PR PR T |
[0000000000000000000000000000000C|[FEFFFFEF|[00000000
T T 7 ] T T

Note: the byte order is little endian.

Desc: NVME Command Submission on channels Up or Down

Load Default

Save as Default Load... Restore Factory Settings

Summit T54 SN:02200 g Us — — oeee

! A [ui [ ] iy 0s | — — Goew
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Protocol Analyzer View of NVMe Traffic

Flash Memory Summit

The Protocol Analyzer trace can give a very detailed view of the NVMe traffic, all the
way down to the PCle Data Link and Transaction Layers

NVMe Cm [ OPC I 1 warning(s) |[[saD [ cab | cD | cs|LAETYPE AE INFO: Error status ALP [ Device ID | MN | Explicit SQyTDBL Explicit ASQ H
24 |Asynchronous Event Request | [Warning in Sub-Transaction | [ 0x0000 | 0x0000 | 0x0018 | (8| Error status | Write to Invalid Doorbell Register |0x00 Generic Command Status |Invalid Command Opcode || 001:00:0 [NVMeLeCroyOOOOOO] NVMe #151  [NVMe #1561
NVMe Cmd [ OPC |[ saD [ cab [ Device ID | | Explicit SQyTDBL Explicit ASQ Explicit ACQ
[ Set Features ||0x0000 | oxooo0 |0x0019 | 0x00000000:00000000 | [0xD0000000:00000000 | |Power Management 0x00 Generic Command Status | Successful Completion | 001:00:0 |NVMeLeCroy000000| NVMe #152  [NVMe #157 |NVMe #167
lce ID Admin SQT . #Link & Split Trans | Time Delta Time Stamp
S s
[ 001:00:0 | 0x0000 S 0x001A | [NVMeLeCroy000000 Me‘”‘: 1 203196 us |0018 . 460 016 852 000 s
[ Device ID |[ @ID OPC FUSE CID NSID — Address — Address — Address N
| 001:00:0 ||0x0000 |Ox0019| 00000001:0260C640 ||/ | Set Features | Normal operation | 0x0019 | 0x00000000 0x00000000:00000000 0x00000000:00000000 0x00000000:00000000 | [Power Management| 0 ||0x00 | [NVMeLeCroy00000
[ Device ID |[ a1 J¥9N saHp_ sab  cib PR RSVD 'Metrirs # Link & Split Trans ||| Time Delta Time Stamp
| 0o1:00:0 ||0x0000 |0x0019| 00000001:02610190 0x001A]0x0000 |0x0019 1 0x00000000 Generic Command Status [Successful Completion[0| 0 |[NVMeLeCroy000000 . 1 5.044 us |0018 . 460 736 896 000
NVMe | Device ID_|[_QID Interrupt YR Vector Message "Vetrics 7 Link & Spiit Trans | Time Deita Time Stamp
001:00:0 ||0x0000 |0x0019 | 00000000:FEED100C 2lwsix| 0 |0x00004991 | [NVMeLeCroy000000 | |k 1 44.314 us_|[0018 . 460 741 940 000 s
Device ID Admin CQH i . #Link & Split Trans || Time Delta Time Stamp
- 001:00:0 0x0000 SSUEES 0x001A | [NVMeLeCroy000000 Me"'c“ 1 8722 us_|0018 . 460 786 254 000 s
NVMe C [ saD [ cab | | [ MPTR NLB PRINFO FUA LR - ACCF ACCL SEQR INCOM :
26 Read |0x0005|0x0005|0x0000| 2048 dwords|[0x00000000: 00000000| 0x00000001:6E651000 | |0x00000001:1D352000 | | 0x00000000:00000080 | | 0xD00F No frequency information provided [ None | 0 0 0x000(
[ Device 1D | 10 8QT i __ #Link & Split Trans || Time Delta Time Stamp
[ 001:000 | 0x0005 5455 0x0001 | [NVMeLeCroy000000 Me‘”“’ 1 82578 us_|0018 . 460 794 976 000 5
NVMe [ Device ID |[ aID 10saQ OPC FUSE CID NSID MPTR Address PRP1 Address PRP2 Address PRINFO PRCHK PRAQ
171 | 001:00:0 ||0x0005|0x0000| 00000001:026C6000 Read |Normal operation | 0x0000 | 0x00000001 0x00000000:00000000 0x00000001:6E651000 0x00000001:1D352000 || 0x00000000:00000080 | |0x000F | ooo [ O
NVM [ Device ID |[ QD PRP Data D212 Len M trics  Link & Spiit Trans || Time Delta Time Stamp
172 ["001-00:0 |[0x0005 | 0x0000 | 00000001-6E651000 = 10x00000400] {1024 dwords | [NVMeLeCroy000000 | [ 16 16.232 us |0018 . 461 061 186 000 5
NVMe [ Device ID |[ QD PRP Data D212 Len M trics JF Link & Spiit Trans || Time Deita Time Stamp
173 [ 001-00:0 |[0x0005 | 0xoooo | 00000001-1D352000 = 5]0x00000400] {1024 dwords | [NVMeLeCroy000000 | [ 16 491436 us |0018 _ 461 077 418 000 s
VMe [ Device ID |[ QD loca SQHD saQlD CID P DWo RS8VD 'M i # Link & Split Trans ||| Time Delta Time Stamp
174 | 001:00:0 || 0x0005 | 0x0000 | 00000001:02642000 0x0001 |0x0005 [0x0000 | 1 0x00000000 Generic Command Status | Successful Completion|0| 0 |[NVMeLeCroy000000 Siries 1 5144 us |0018 . 461 568 854 001
Vie [ Device ID |[ aQID - q Type Vector Message ’M - # Link & Split Trans || Time Delta Time Stamp
175 ["001:00:0 ||0x0005 | 0xoooo | 00000000-FEE2000C | [T msI-X| 5 |0x000049B1 | [NVMeLeCroy000000 | [REka 1 4658 us |0018 . 461 573 998 000 5
ViMe Device 1D CQyHDBL 10 CQH ’Metrics # Link & Split Trans | Time Delia Time Stamp
17! 001:00:0 0x0005 o 0x0001 | [NVMeLeCroy000000 1 5.356 sec |0018 . 461 578 656 000 s
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Summary

 Using Trigger Events on Oakgate Test Appliance to trigger Protocol Analyzer
can be a very useful way to root cause errors

* Gives full visibility that might be difficult to find otherwise
 Use Generic triggers to find broader range of errors without needing to define

each case specifically

« Using the Oakgate system will allow the user to select a range of errors without knowing
In advance which error may occur

« The Protocol Analyzer will provide the specific details around the error
condition

« Use the same Protocol Analyzer trigger each time, based on the definition from the
Oakgate software, saving time and effort
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e Ntt pS. //te led yne lecro y.com / YN TEEDNE IO e Resources Support By QA ®®
eve ntS/ Events
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region: | North America/South America v | [ Webinars ~| [Osciloscopes ~|

Press Releases

b d t February 2021
a e Events & Training
y Feb 10 United States

) @ How to Measure Inverter Subsection Dead-times

and Inverter Input/Qutput Power

Webinar Webinar Part 1: 3-Phase Power and Motors Masters
Add To My Calendar " :
Webinar Series

.
* Select to register for the s
measuring dead-times for gate-drive signals and
device outputs to ensure that margins are achieved.

Feb11 )| @ Fundamentals of DDR Memory Physical Layer United States
’ Testing
Webinar Webinar In this session we provide an overview of DDR

Add To My Calendar B
interfaces and test challenges with special attention

M °
. VI eW O I l D e I I l a I I W‘ I I I a r S paid to the differences between validation and
compliance test requirements, and probing for

optimum effectiveness.

» Select in upper right corner o @ e

. N Part 2: 3-Phase Power and Motors Masters
Webinar Webinar Webinar Series

Add To My Calendar B ~ -
In this webinar we describe the differences between

static and dynamic power analysis and how to
‘optimize setup and measurement for each

Feb24 ) & How to Correlate Control Events to Power Events United States
. . ' Part 3: 3-Phase Power and Motors Masters
Webinar Webinar  weninar coriee

35| ©2022 Flash Memory Summit. All Rights Reserved. ‘ YEARS OF

NAND FLASH MEMORY

INNOVATION


https://teledynelecroy.com/events/

k.

Flash Memory Summit

Questions

&>

YEARS OF
INNOVATION

36 | ©2022 Flash Memory Summit. All Rights Reserved.



Contact Teledyne LeCroy

Flash Memory Summit

..... % Summit T3-16 Analyzer

Summit M5x Analyzer/Jammer
Gen 4 up to x16 (Gen 5 Capable up to x8)

Summit T516 Analyzer
Gen 5 x16

Summit T416 Analyzer
Gen 4 up to x16

Summit T54 Analyzer
Gen 5 up to x4

Summit T28 Analyzer

Summit T48 Analyzer
Gen 4 up to x8

Summit Z416 Exerciser
Gen 4 up to x16

PClI >
// . Email Sales: protocolsales@teledynelecroy.com
EXPRESS

Phone Support: 1-800-553-2769
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Summit T3-16 Exerciser
with Test Platform

Summit Z516 PCle 5.0/CXL Exerciser
Gen 5 up to x16
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