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Our Motivation

Apply Blockchain to mitigate pain points in 

Electronics Supply Chain
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What is Blockchain?

Benefits of Blockchain
Saves Time

Transaction time from days to near 
instantaneous

Removes Cost

Overheads and 
cost intermediaries

Reduces Risk Increases Trust

Through shared processes 
and recordkeeping

Tampering, fraud 
& cyber crime 3
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What?

• An open, extensible platform for sharing shipping events, 

messages, and documents across all the actors and 

systems in the supply chain ecosystem. 

How?

• Providing shared visibility and shared state for container 

shipments

Benefits

• Increase speed and transparency for cross border 

transactions through real time access to container events.

• Reduced cost and increased efficiency through paperless 

trade
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What?

• IBM Food Trust is a set of modules providing 

traceability to improve food transparency and efficiency

How?

• Blockchain is used to create a trusted connection with 

shared value for all ecosystem participants, including 

end consumers.

Benefits

• Reduce impact of food recalls through instant access to 

end-to-end traceability data to verify history in the food 

network and supply chain.

• Help to address the 1 in 10 people sickened and 

400,000 fatalities world wide which occur every year 

from food-born illnesses. 

IBM Food Trust – Food Safety 

https://www.coindesk.com/walmart-will-start-tracking-groceries-on-

blockchain-in-2019

Momentum is growing
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Provenance in Supply Chain
Provenance:                                           – Merriam-Webster Dictionary

(1) Origin, Source
(2) the history of ownership of a valued object or work of art or literature

We face new challenges around product safety, responsible sourcing, and 
counterfeiting every day Where is the Trust in our economy?
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Electronics Supply Chain Pain Points

How do you ensure your 

supply chain won’t have 

counterfeit issue?

How do I know this is 

not a counterfeit 

item?

Malicious 

components?

All personal data wiped 

from this drive before 

decommissioning?
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How Blockchain can help? 

Provenance Blockchain provide a single, uncorrupted, holistic view of the asset’s history from 
inception to decommission

Problems in life without Provenance

Fraudulent products 
• Proof of authenticity (verified claims) of an asset through its 

data or evidence attached to any transaction involving the 
asset

• Improved speed of access to asset information through a 
digital, shared, transparent ledger

• Structured data linking among independent entities that 
handle a common asset or associate with it, providing a 
traceable history of the asset’s change of custody and/or 
transformation

• Improved trust lead to remove of process redundancy

Authenticity

Traceability

Transparency

Trust
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Defective products

No transparency

Process Inefficiency

Addressing them with Provenance on Blockchain



IBM System Supply Chain Blockchain 
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1. Asset IDentifier

2. Manufacturing Data

3. Country of Origin



Part Provenance Blockchain Network
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Asset IDentifier
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Proposed SSD Life Cycle

Defective drive 
is received

SSD Provenance Blockchain 



Raw Materials (solder, coatings, etc.)

- Conflict minerals declaration

- Material testing

- Environmental

- Mechanical properties

- MSDS

Components & Procured Assemblies
- Connect to component blockchains

Assembly (card, subsystem, system)

- PWB Assembly

- Card and stencil design, 

- 1st article inspection image

- Traceability (assembly info)

- Anti-counterfeit 

- Manufacturing data

- Material Declarations

- Environmental compliance

- Conflict minerals

- Battery compliance

- Certifications

- EMI, flammability, electrical

- UL, other markings

- System documentation

- Manuals

Partner 
- Traceability (Assembly info)

Customer 
- Traceability (Assembly info)

- Improved recall 

- Analytics

- Install information

- Failure information

Repair Centers

- Part information

- Failure analysis information

- Return linkage

Reuse
- Connect to system, subsystem 

blockchains

Raw Materials
- Conflict minerals declaration

- Material testing

- Environmental

- Mechanical properties

- MSDS

Components & Procured Assemblies
- Traceability (assembly info)

- Anti-counterfeit 

- Manufacturing data

- Material Declarations

- Environmental compliance

- Conflict minerals

- Battery compliance

- Safety Certifications

- EMI, flammability, electrical

- Device documentation

- Datasheet, outline, PWB pad 

layout, qual report

- Customer notifications

- PCN (and ECs)

- Product discontinuance

Electronics Supply Chain Blockchain Connection 

Subsystem and System 

Assembly

End-to-End Supply Chain Data

Component & 

Raw Materials

System Install, 

Repair, Reuse
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Summary
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• Blockchain is a transformative technology that can address 

counterfeit, traceability, transparency, process efficiency.

• We are moving beyond proof-of-concept.

• Work is needed to develop data exchange standards for 

industry adoption.

• Key to success is Collaboration.
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We believe by
strengthening our trust, we 
are empowered to change 
the world.

What will we 
solve together?
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Thank you! 
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