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FlashMemory (Qverview

= NAND flash SSD overview and logical vs. physical addressing
= |mportant test and analysis points
= NAND flash internal waveform analysis
» Jet-etching and probing
e Internal waveforms and states
= SSD controller to NAND flash interface
* Interposing for testing
o Standards (ONFI, Toggle) and customizations

VNAND
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FlashMemory (Qyerview

= NAND flash SSD overview and logical vs. physical addressing
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rashMemory NAND Flash SSD Overview

= A port for host requests, such as SATA, USB, PCle, eMMC, UFS, etc.
= Controller and many NAND flash memory devices

= Controller translates host requests to NAND flash memory requests

= The host cannot control the physical addressing (i.e., NAND flash).

Logical Physical

Logical Address: Physical Address:

0 Channel 1, 2, ...
1 SATA Chip 1, 2, ...
Port Block 1, 2, ...
4000000 Page 1, 2, ...
Column 1, 512, ...
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FlashMemory (Qyerview

» |mportant test and analysis points
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HasnMemory Important Test and Analysis Points
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= Host side testing and analysis can be done
e Simple host benchmarking and testing SW
e Protocol analyzer (e.g., SATA analyzer)

. . .
e Limited ( tes, speculation, etc.)
I I e aCCeSS ra eS’ S eCu a IO n ’ e C. | 9 Benchmak | R info | o Heath | @ EnorScan | [ FolderUsage | [N Erase
m File Benchmark m Disk monitor @ sam ‘ Random Access Extra tests
ms
-
I _FsTwe | Pupotey [ Data , 8192 Bytes
20 Couoioan | 0 | 4141418141 4181 4141414181 Logical Physical 83;::
FIS Type IEION| Ourstion
T ) [] Shott stroke
FIS T Link Data £/ 4 B
4KB align
SATA Protocol Analysis .
0.500]
—25 3 WV a ”7 2 15 1 24 230 25698
transfer size | operations / sec | avg. access time | max. access time| avg. speed
O [v]512 bytes 8106 I0PS 0.123 ms 0.621 ms 3.958 MB/s
| [v]4KB 7813 10PS 0.127 ms 1.027 ms 30.520 MB/s
@ [v]B4KB 3470 10PS 0.288 ms 1.073 ms 216.935 MB/s
® [V]1MB 341 10PS 2.926 ms 3.920 ms 341.686 MB/s
O [¥]Random 630 10PS 1.584 ms 3.570 ms 320.146 MB/s
SATA I/F Benchmarking
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rlasnMemory Important Test and Analysis Points

* Physical side has some interesting points for test and analysis
Internal flash operations (e.g., WL, BL, SL, etc.)

Flash Memory Summit 2016

Santa Clara, CA

Controller to flash interface
(ONFI, Toggle)

Logical Physical
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Internal NAND Flash Waveform Analysis
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FlashMemory (Qyerview

= NAND flash internal waveform analysis
» Jet-etching and probing
e Internal waveforms and states
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FlashMemory NAND Flash Waveform Analysis

Re-wiring NAND flash in SD card

= Jet etch to expose die for FIB pad
placement for IC probing

= Challenges can include:
e packaging obstructions
 BGA to programmer translation

e device repackaging (e.g., SD card) for direct
NAND flash connectivity to programmer.

Cut lead frame Bottom side

BGA Re-wiring NAND flash in SD card

Flash Memory Summit 2016
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FlashMemory NAND Flash Waveform Analysis

» FIB pad placement challenges with shrinking NAND flash:
e Requires initial circuit extraction from the NAND flash IC
* Metallization thickness, M1 vs M2 for FIB connection
e BL pitch to get BL signals!

[PADO3]
GGsL ~»@

PADOT] _, =
([3WL[32]] =

[PAD02] ¢
GssL >

Memory Array

Pad location A

Pad location B

ircuit E .
Flash Memory Summit 2016 Circuit Extraction

Santa Clara, CA
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= Fine tuning of programming
during ISPP

= Raised BL voltage during
programming pulses before
inhibit

= Increased BL voltage during

verify and small voltage
difference (sensing scheme)

Raised BL voltage
during pulse

Flash Memory Summit 2016
Santa Clara, CA
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FlashMemory NAND Flash Waveform Analysis

SanDisk/
Toshiba
43 nm
MLC

Inhibit
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rlasnMemory NAND Flash Waveform Analysis
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= TLC verify extends programming time (~2x pulse-to-pulse)
= Sensing during verification produces small BL differences

SanDisk/
Toshiba

15 nm
TLC

Middle

page
program

Flash Memory Summit 2016
Santa Clara, CA

1)CH1 1V 20us
2)CH2 1V 20usBL
3)CH3 1V 20us
4)CH4 1V 20us

—— Small BL

difference

12



TEGHINSIGHTS chlpworks

rlasnMemory NAND Flash Waveform Analysis

(SuMMIT

= Readingis
simpler in MLC
vs. TLC

= TLC requires
many more read
voltages

Flash Memory Summit 2016
Santa Clara, CA

SanDisk/Toshiba 19 nm MLC

1) CH1 1V 5us MWL43
2)CH2 1.V. 5us BL
J)CHI 1V 5us PNWELL
4)CH4 1V 5us SL

1) CH1 1V 5us MWL43
2)CH2 1.V 5us BL
J)CH3 1V 5us PNWELL
4)CH4 1V 5us SL
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SanDisk/Toshiba 15 nm TLC

1)CHI 500mV 5usGWLE[S6] | | 1)CH1 500mV 5 us GWLE[S6] 1)CH1 500mV 5 us GWLE[56]
2)CH2 500mV 5usBL 2)CH2 500mV 5usBL 2)CH2 500mV 5usBL
3)CH3 500mV 5us SL 3)CH3 500mV 5us SL 3)CH3 500mV 5us SL
4)CH4 500mV 5us PNWELL 4)CH4 500mV 5us PNWELL A)CHA 500mV 5us PNWELL
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FlashMemory NAND Flash Waveform Analysis

= Variations in erase algorithms

= Single large pulse and
programming Samsung 42 nm MLC SanDisk/Toshiba 43 nm MLC

1) [PADO4].CH1 2 V50 uS PWELL
2)[PADI0J.CH2 2 V50 uS GWL 16
3)[PAD17].CH3 2 V 60uS BL 1) [PADO2].CH1 2 V50 uS PNWELL
4)[PADOS].CHA 2 V 2)[PADO3].CH2 2 V50 uS GWL 32
[PADO8].CH3 2 V.
[PADOT].CH4 2 V.
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FlashMemory NAND Flash Waveform Analysis

= Variations in erase algorithms
= Multiple pulses and verification

= Verif 3CHa 1V 100 us PRWELL :
Multiple pulses /( ¥ . Verify
SanDisk/ . . SRR g Multiple pulses ,~ | SanDisk/
Toshiba e g Toshiba
MLC fesiiid U ) g e - TLC
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FlashMemory NAND Flash Waveform Analysis
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= 2-bit change between states implemented across the industry
around the 5x/4x nm node

= (Changed to single bit change from state to state

Samsung 42 nm MLC

Samsung 35 nm MLC

SanDisk/Toshiba 19 nm MLC

Number :
of Cell_v/\? b ItS
Memory Cells
Threshold
Voltage
Distributions
1 01 10 00
Vi
VRead 1 Vread2 VRead s
Reference
Levels 00w 18v 36v
Vverity1  Vveriy2 Vyerity 3

0.4V 06V 24v 42v

Threshold
Voltage
Distributions

of Cells 1 bit
ol Cells
Memory Cells /\

1

01 00 10

Vreaaz | Vrsaa3

VRead
Reference 00w 20-323v| 403 43v
Levels
Wverityr  Vventyz  Vveritya

0Tv 28v 48w

Vi

Threshold
Voltage
Distributions

Number
of Cells 1 blt
Memory Cells /\4
11

01 00 10

Vi
vRead 1 VRead 2 VRead 3
Reference 0.4 24 4.2
Levels o “v v
V\fenfy 1 vVeriry 2 v\terlfy 3

0.8v 28w 46 v

Flash Memory Summit 2016
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FlashMemory NAND Flash Waveform Analysis

= 2-bit change between states implemented across the industry
around the 5x/4x nm node

= (Changed to single bit change from state to state — including TLC

SanDisk/Toshiba 15 nm TLC

Number

of Cells 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit

E S1 | S2 |'S3 | 'S4 .85 S6 s
} {

| | | I T
Vrat VRraz Vra3 Vra4 Vras Vras Vrar|

Vvertt Vvert2 Vvert3 Vvers Vverts Vvers Vvert7

Flash Memory Summit 2016
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FlashMemory NAND Flash Waveform Analysis

SanDisk/Toshiba 19 nm MLC

=  Simpler programming for /—\
2 bits/cell

= |LSB page and MSB i 0

VVerify 1

page can be
programmed at different m
times (page addressing) N

vVerify 1 VVerify 2 VVerify 3

MSB

0.8v 28v 46V
Programming/\

11 01

Vy
VRead 1 VRead 2 VRead 3

04v 24v 4.2v
VVerify 1 VVerify 2 VVerify 3

08v 28v 46v

Flash Memory Summit 2016
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Memory Threshold Voltage Distribution and Placement
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rlasJ-Memory NAND Flash Waveform Analysis

= TLC devices can
require all 3 pages
of data together
(WL addressing),
multiple times

Flash Memory Summit 2016
Santa Clara, CA

SanDisk/Toshiba 15 nm TLC

1) Binary
Programming /_\

Erase Lower Page
van

2) Course
Programming

Efase), | Sy )48 | S5 00| ) ek 5 6 s7

vVorci \' Verc2 Vv«:s VVorcl vVnn:.’o VVorf, 6 VVI‘\:7
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Programming Steps and Memory Threshold Voltage Distribution and Placement
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FlashMemory (Qyerview

= SSD controller to NAND flash interface
* Interposing for testing
o Standards (ONFI, Toggle) and customizations

Flash Memory Summit 2016
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rlasnMemory Controller to NAND Flash Analysis

Flash Memory Summit 2016 *Testing and analysis of HGST SATA SSD

TEGHINSIGHTS chipworks

LA Leads NAND Flash

Interposer SSD PCB

Simple clip-on interposers
for TSOP-48 NAND flash

BGA packages are more
complex

Case-by-case: many
different standard pin-outs

Can also be non-standard
pin-out; would need to first
reverse engineer pin-outs

...........

SATA connection to

Santa Clara, CA Protocol Analyzer and PC 21
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FlashMemory Controller to NAND Flash Analysis

Type Opcode
Standard Command Set 00h, 05h — 06h, 10h — 11h, 15h, 30h — 32h, 35h, 3Fh, 60h, 70h,

m ONFIl and JEDEC Togg|e NAND 78h, 80h — 81h, 85h, 90h, DOh — D1h, D4h — D5h, DSh, EOh —

E2h ECh — EFh, F1h — F2h, F9h, FAh, FCh, FFh
Vendor Specific 01h — 04h, 07h — OAh, OCh — OFh
Standards 1Dh — 2Fh, 33h — 34h. 36h — 3Eh

)

17h, 19h — 1Ah,
Jp1h, 65h — 6Fh,

71h —75h, 77h, 79h — 7Fh, 84h, 8 = h, 91h — CFh,
H 1 . D2h — D3h, D6h — D8h, DAh — DFh, E3h EBh FOh, F3h — F8h,
= Customizations: FBh,FD - FEN
Reserved 0Bh, 12h, 14h, 18h, 1Bh — 1Ch, 62h — 64h, 76h, 82h — 83h, 86h,
 Raw NAND controllers 8Eh
. BGA |ay0uts Table 91 Opcode Reservations

Source: Open NAND Flash Interface Specification, Rev 4.0
e Command sets

= Example of custom commands, SSD

Boot_ u p : N Bus/Signal | — 2.TUSI891ISBISS3IS . . 2.?’05I89208I833IS . . 2.?'08[592I1 8,833.8
0x70 — Read Status &0 cont
OXEF - Set Features e _t.n
0xC3 - Vendor Specific Command HIRE1.n
0x28 - Vendor Specific Command Plaes
O0xE7 - Vendor Specific Command %mDCLEJ
. pe +f]cE1_o_n
0x55 - Vendor Specific Command
;UDQS_U
Flash Memory Summit leE0tn

Santa Clara, CA *Testing and analysis of HGST SATA SSD 22



Addressing dependent on NAND flash device

Example typical 5 cycle addressing with column, page, block/
plane (SanDisk SSD):

mashMemory Controller to NAND Flash Anal

Address
Cycle

DQ[7]

DQ[6]

DQJ5]

DQ[4]

DQ[3]

DQJ2]

DQ[1]

DQ[0]

1

CA7

CA6

CAS

CA4

CA3

CA2

CAl

CA0

CAIl3

CAIl2

CAll

CAIlO0

CA9

CAR

2
3 || PA7 PA6 PA5 PA4 PA3 PA2 PA1 PAO

4
5

BAG6

BAS

BA4

BA3

BA?2

BAl

BAO

PL

BA10

BA9

BAS

BA7

Flash Memory Summit 2016
Santa Clara, CA
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FlashMemory Controller to NAND Flash Analysis

= TLC and 3D NAND flash devices can greatly disrupt this
e Page vs. WL + L/M/U bit command prefix

e More address cycles will be needed
* Locations of changes relative to standard addressing signals:

L/M/U bit prefix command Page vs WL address Additional address cycle
— | s VN s
Comman d Address Address Address Address Address
Byte Byte 1 Byte 2 Byte 3 Byte 4 Byte 5
i I ||||||||m|||=||n|m||||||||mni|||||mlnunnmiuluu uluuuniuuun ||||||||||i||||||||u|m||||||§ ||||||| ONOTITY Dt

CLE ° " ; ; | ;

ALE 0 i 1 i H 1 i \i 1 H 1 E H 1 i ‘ 0

~WE 1 \L 1 \O—E 1 \L 1 0 1 \L‘ 1 [ 1
i i B i

~RE |
bas I N L
DQ[720] 00 80 i h E 00 % K D3 Xi 03 i A\ E 00

Flash Memory Summit 2016

Santa Clara, CA 24
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rlasnMemory Controller to NAND Flash Analysis

= Logical blocking with multi-plane operations is the usual industry approach
= Reduced signalling with Status Check commands instead of Ready/Busy lines
= Example controller to NAND flash transactions excerpt (SanDisk SSD):

Sample Time Address Cycles

Sample # Start End Cmd 1 2 3 4 5 Command Plane Block Page Column Data
28 20.000 ns 804.596706667 ms 70 Status check * 4 EO EO
36 804.619170000 ms 804.689361667 ms 80 00 00 60 84 00 Program 0 66 96 0 1D AD 92 57 A8 64
17724 804.689420000 ms 804.689420000 ms 11 Data end
17729 804.689601667 ms 804.689833333 ms 70 Status check 8080
17736 804.690050000 ms 804.690281667 ms 70 Status check EO EO
17744 804.690520000 ms 804.757640000 ms 81 00 00 60 85 00 Program: multi-plane 1 66 96 0 60 9D 83 48 DC 4E
35433 804.757698333 ms 804.757698333 ms 10 Data end
36733 804.758840000 ms 804.833320000 ms 70 Status check * 4993 80 80
77526 807.046306667 ms 9.680669426667 s 70 Status check * 270 EO EO
Industry preferences for certain commands, addressing, wear leveling, garbage
collection, disturb management, etc. will be disrupted with TLC and 3D NAND
New industry best practices going forward TBD
Flash Memory Summit 2016
Santa Clara, CA 25
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FlashMemory (Overview

= VNAND

Flash Memory Summit 2016
Santa Clara, CA 26
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FlashMemory \/NAND

= 3D array and periphery configurations
» Side-by-side
e Stacked array over circuitry
o Other future considerations (TSV)

= NAND flash standards
* Pin-outs
e Addressing
e Control

Flash Memory Summit 2016
Santa Clara, CA 27



TEGHINSIGHTS chipworks

FlashMemory

(SuMMIT

Thank you

For more information, go to
Techlnsights.com
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